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Abstract— Light Fidelity (Li-Fi) is a way of communication using LED’s with a high data rate and secures data transmission. 

But it has some drawbacks like data loss during shadowing and flickering of light, interference, etc. To deal with data loss we can 

use Hybrid Li-Fi and Wi-Fi  Networks (HLWNets) by combining Li-Fi and Wireless Fidelity (Wi-Fi). Emerging HLWNets design 

and implementation face secure data transmission issues introduced due to Wi-Fi networks. We propose a novel comprehensive 

solution called Efficient Handover Protocol with Secure Data Transmission (EHPSDT).To assure the total security of data, we 

proposed security architecture based on Attributed-based Elliptic Curve Encryption (AECC) that ensures confidentiality and 

integrity. It also allows for fine-grained access control in HLWNets. Compared to other current methodologies, the proposed 

method minimizes overall processing overhead. The result of simulation revealed the performance of the proposed EHPSDT 

compared to underlying methods in terms of packet delivery ratio (PDR), average throughput, and communication overhead. 

Keywords- Attribute Based Encryption, Elliptic Curve Encryption, Hybrid networks, Li-Fi, Secure transmission. 

 

 

I. INTRODUCTION 

The strong demand for multimedia wireless devices has 

prompted experts to investigate the millimeter wave frequency 

spectrum for multiple gigabit wireless connections. Recent 

advances in antenna technology, the Radio Frequency (RF)-

Complementary Metal Oxide Semiconductor (CMOS) 

technique [1], and highly mobile baseband signal processing 

algorithms have made millimeter wave wireless 

communication a reality. The wireless communication of 

millimeter wave supports high data rate of gigabit per second 

(GBPS) has led to several applications in many critical fields 

such as Wireless Personal Area Network (WPAN), Wireless 

Local Area Network (WLAN), and backhaul for cellular 

systems [2]. The frequency range includes 28 GHz, 38 GHz, 45 

GHz, 60 GHz, and even 100 GHz. Li-Fi is considered as a 

green form of communication since it makes use of existing 

lighting infrastructure for communication [3], producing 

radiation-free, clean communication that might be helpful for 

our government's Digital India plan. It aids in the transmission 

of information through quick tiny variations in light intensity 

that are imperceptible to the human eye. Governments 

worldwide are increasingly backing a novel solution for 

internet provision that sidesteps radiation and licensing 

constraints. This approach, known as Li-Fi, offers an 

alternative to traditional RF electromagnetic spectrum usage, 

which is hampered by congestion and regulatory hurdles. With 

the explosive growth of multimedia mobile devices demanding 

ever more data, traditional radio spectral bands have become 

saturated, leading to traffic bottlenecks. Li-Fi, operating within 

the expansive 300 THz optical spectrum and free from 

regulatory constraints, presents itself as a promising remedy to 

this congestion, offering undisturbed wireless communication 

capabilities [4]. The advantage of Li-Fi is that it does not 

interfere with Wi-Fi because it utilizes a separate frequency [5]. 

It enables the design of heterogeneous network HLWNets. In 

an interior context, heterogeneous HLWNets increase system 

data throughput and QoS [6]. Because Li-Fi does not affect the 

Wi-Fi system, the total data rate in HLWNets is higher than in 

separate Li-Fi and Wi-Fi systems [7]. 

Security is a vital concern while deploying the HLWNets. 

Nowadays, a substantial amount of essential information is 

shared and kept within wireless networks, thus it is crucial to 

safeguard the network itself from those who aim to benefit 

from all of this information [8]. Li-Fi, which transmits data via 

visible light, is said to be more secure than Wi-Fi due to in-

built channel security. However, because of Wi-Fi's broad use, 

several security weaknesses in the Wi-Fi system have been 

discovered. These security concerns, with Wi-Fi's inability to 

meet the ever-increasing demand for wireless communication 

[9]. The malicious UEs in Wi-Fi also affect the 

communications in Li-Fi. Wi-Fi is prone to security breaches 

including a variety of concerns such: Denial of Service, Rouge 

Access Points, Wireless Trespasser, End Point Attacks, Data 
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Interruption, etc. Because of the nature of the radio waves 

utilized in Wi-Fi, Wi-Fi connections have become unreliable 

and sensitive to external attacks. To make wireless networks 

safer, numerous security measures were included in Wi-Fi 

systems based on security standards [10]. These measures are 

still vulnerable to attacks, especially if technology advances 

and more individuals learn how to exploit them. Therefore, 

providing the appropriate security measure with an efficient 

handover protocol is essential for HLWNets.  

We proposed a novel solution called Efficient Handover 

Protocol with Secure Data Transmission (EHPSDT) as the 

compressive solution to the challenge concerning the security 

in HLWNets. The EHPSDT protocol aimed to provide the 

QoS-efficient handover protocol with highly secured data 

transmissions among the UEs connected to APs. Below are the 

distinctive contributions that underscore the novelty of the 

EHPSDT protocol.  

- To secure the data communications in HLWNets, we 

propose the lightweight cryptography approach called 

AECC. The data transmissions in UE-UE, UE-AP, or 

UE-Li-Fi cells are performed in encrypted form with 

optimal key management.  

- EHPSDT protocol proposed to optimize the handover 

and load balancing functionality with security against 

malicious UEs.  

- We conduct thorough experimental assessments to 

gauge the effectiveness of the EHPSDT protocol 

under various HLWNets conditions, juxtaposed 

against current solutions. 
The paper is organized as follows: Background study is 

presented in Section 2 with research gaps analysis. Designs and 
proposed methodology is explained in Section 3. Section 4 has 
the simulation results and related discussions. Section 5 
presents the conclusion with suggestions for further extensions. 

II. BACKGROUND STUDY 

According to the problems in HLWNets, this section 

presents the current solutions in brief. We reviewed ECC-

based cryptography recent solutions for secure wireless data 

transmissions. 

ECC-based Cryptography Methods  

Parrilla et al. [11] introduced a compact and integrated co-

processor designed for ECC and Advanced Encryption 

Standard (AES) functionalities, boasting minimal space 

utilization and offering Group-Key support. Kumar et al. [12] 

discussed how to deal with privacy and security concerns in 

5G networks that have different types of technology mixed 

together. They introduced a logical architecture that combines 

5G and WLAN (Wireless Local Area Network). They 

suggested using a method called handover authentication, 

which involves using ECC (Elliptic Curve Cryptography), to 

make sure that when devices switch between different parts of 

the network, they can do so securely, ensuring safe and 

uninterrupted internet access. Yuan et al. [13] a new 

management method was suggested for handling diverse 

networks, using a technology called Pairing-Free Identity-

Based Digital Signature (PF-IBS) algorithm. This approach 

enhances message authentication within these networks. It's 

noted for being both safer and more energy-efficient compared 

to other methods currently used. Bettoumi et al. [14] presented 

an effective energy-saving approach for secure end-to-end 

communications based on the compression of the IPv6 header 

for HIP DEX packets over Low Power Wireless Personal Area 

Networks (6LoWPAN). ECC cryptography was used to 

achieve security. K.S. et al. [15] presented a multi-factor 

authentication using ECC based scheme for secure handover 

and fingerprint biometric technology considered as two factor 

authentication. Alagheband et al. [16] present a review of the 

various security measures to protect the Internet of Things 

(IoT)-based communications. Traditional cryptographic 

methods have usually been utilized in providing solutions to 

different IoT security such as confidentiality of data handled 

by IoT devices. Using the Battle Royal Optimization, Kumar 

et al. [17] proposed a Pairing-Free Identity-based Digital 

Signature (PF-IBDS) Algorithm based on Modified ECC. The 

research focused on secure data transfer to authenticate 

messages. Ullah et al. [18] provided an in-depth analysis of 

lightweight cryptographies for machine-to-machine 

communication networks based on software and hardware 

communication devices. 

 

Research Motivation 

In the above section, we have reviewed the works under 

different categories like handover efficiency and security 

measures. However, such works are still at the initial level of 

significant challenges for HLWNets. The research gaps that 

motivate us in this paper to propose the EHPSDT protocol are 

listed below.  

- The current HLWNets solutions heavily relied on the 

default Li-Fi security approach to achieve data 

security and privacy preservation. As Wi-Fi in 

HLWNets is a vulnerable standard, it imposes several 

security threats on the network. 

- The ECC-based solutions [11-18] recently applied to 

various wireless communication systems, but have 

not yet been implemented on HLWNets.  

 

III. PROPOSED METHODOLOGY  

Figure 1 shows the proposed EHPSDT protocol with its 

overall architecture and contribution, which includes block 

Secure Communication Phase (SCP). The EHPSDT 

framework aims to enhance security and performance in the 

presence of malicious UEs. 

 

Secure Communication Phase (SCP) 

ECC-based cryptographic operations are done to secure 

data transfers among UEs independent of the network to which 

they belong. We employed lightweight ECC-based key 

management approaches in conjunction with an attributed-

based encryption (ABE) scheme. According to current 

research, the ECC-based encryption approach with public key-

based message authentication exhibits robust performance and 

high security. To fulfill the privacy-preserving aim, we created 

the cryptography model known as AECC techniques. ABE 

accomplishes attribute-based one-to-many encryption. A 

cipher text may be decrypted only if the set of attributes of the 
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user key matches the properties of the cipher text. Only users 

who comply with a certain access protocol can read the cipher 

text in this manner. A critical security aspect of ABE is 

collusion resistance, which means that no user key can be 

extracted through collusion. ABE's characteristics make it an 

excellent choice for authentication in wireless communication 

networks. The main steps of proposed AECC framework 

include the system setup, keygen, encryption, and decryption. 

Algorithm shows the overall functionality of this proposed 

security model for data transmission among the source UE and 

destination UE.  

Setup Phase (𝑘) → 𝑃 : The security model deployed by 

Certified Authority (CA) at source UE node. It takes input 

security parameter 𝑘 and returns the public parameter 𝑃.  

ECC Keygen (𝑘, 𝐴) → (𝑃𝑢, 𝑃𝑟) : It takes the security 

parameter 𝑘 and corresponding UE set of attributes as input, 

and returns an ECC secret key and public key pair. An ECC 

key pair has a secrete key 𝑃𝑟 having value from the interval 

[1, 𝑛 − 1] and then public key 𝑃𝑢 calculated as:  

𝑃𝑢 =  𝐺 × 𝑃𝑟                                                           (1)  

Where, 𝐺  denotes the basis point of an elliptic curve that 

yields a big prime order 𝑛. The 𝑛 symbolizes the 𝐺 order. To 

represent elliptic curve point, we use multiplication by a 

scalar.  

Encryption Phase(𝑃, 𝑃𝑃, 𝑃𝑢) → 𝐶𝑃 : It takes inputs public 

parameter P, Plain Packets (PP), and public key Pu and returns 

the Cipher packets (CP).  

Keygen at Receiver (𝑃, 𝑃𝑟, 𝐴) → 𝐶 : It takes input public 

parameter 𝑃, secrete key 𝑃𝑟, and set of attributes 𝐴.  

Decryption(𝑃, 𝐶, 𝐶𝑃) → 𝑃𝑃: It takes input public parameter 

P, cipher text data CP, and decryption key C and returns the 

original plaintext packets at the intended receiver end.  

In the above steps, the input security parameter 𝑘  is 

source UE which generates the periodic packets. The setup 

phase estimates the 𝑃 as the public parameter which holds the 

information about the size of data with its timestamp. The 𝐴 is 

a set of attributes that consists of the ID number and IP 

address corresponding to each source UE. Once packets are 

encrypted at source UE in 𝐶𝑃 , it is traveled toward the 

intended destination UE. On receiving the 𝐶𝑃 , first, the 

security key is generated using 𝑃 , 𝑃𝑟 , and 𝐴 . Finally, 𝐶  is 

utilized to decrypt the original packet's information 𝑃𝑃 . In 

addition to the above steps, algorithm given below shows the 

signature generation and verification steps as well to perform 

the authentication and integrity verification of the encrypted 

data in the network. For authentication purposes, we designed 

the Elliptic Curve Digital Signature Algorithm (ECDSA) 

approach using small size ECC keys. In ECDSA 

cryptography, the public key size is typically around twice the 

size of the security level, which in this case is set at 128 bits, 

resulting in a 256-bit public key. This key is utilized for 

ensuring the integrity of messages sent from the source UE to 

the destination UE. While ECC doesn't serve as an encryption 

method itself, it's paired with the symmetric encryption 

technique AES-128, which provides 128-bit security. The 

messages undergo encryption using AES-128 alongside 256-

bit ECC public keys. 

 
Figure 1 Architecture of secure communication phase (SCP) 

 

Algorithm: AECC-based Secure Transmission  

Inputs 

𝑆𝑢𝑒: 𝑆𝑜𝑢𝑟𝑐𝑒 𝑈𝐸 

𝐷𝑢𝑒: 𝐷𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛 𝑈𝐸 

𝑟𝑡: 𝑅𝑜𝑢𝑡𝑖𝑛𝑔 𝑡𝑎𝑏𝑙𝑒  
Output 

𝑆𝑒𝑐𝑢𝑟𝑒 𝑑𝑎𝑡𝑎 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 

1. 𝑃 ← 𝑠𝑒𝑡𝑢𝑝 (𝑆𝑢𝑒) 

2. 𝐴 ← 𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠(𝑆𝑢𝑒) 

3. [𝑃𝑟, 𝑃𝑢] ← 𝑘𝑒𝑦𝑔𝑒𝑛(𝑆𝑢𝑒, 𝐴) 

4. 𝑃𝑃 ← 𝑔𝑒𝑛𝑑𝑎𝑡𝑎 (𝑆𝑢𝑒) 

5. If (𝑃𝑃 ≠ 𝑛𝑢𝑙𝑙) 

𝐶𝑃 ← 𝐴𝐸𝑆128(𝑃, 𝑃𝑃, 𝑃𝑢) 

Else  

      discard (𝑃𝑃) 

End If 

6. 𝐶𝑃ℎ𝑎𝑠ℎ ← 𝑆𝐻𝐴2(𝐶𝑃) 

7. 𝐶𝑃𝑠𝑖𝑔𝑛 ← 𝑒𝑐𝑑𝑠𝑎 (𝐶𝑃ℎ𝑎𝑠ℎ, 𝑃𝑢, 𝑃𝑟) 

8. 𝑟𝑡 → 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡 (𝐶𝑃𝑠𝑖𝑔𝑛 , 𝑛𝑒𝑥𝑡ℎ𝑜𝑝𝑒) 

9. 𝑨𝒕 𝑵𝒆𝒙𝒕 𝑯𝒐𝒑𝒆 𝑼𝑬 

10. If (𝑛𝑒𝑥𝑡ℎ𝑜𝑝𝑒 ≠ 𝐷𝑢𝑒) 

11. 𝐶𝑃ℎ𝑎𝑠ℎ = 𝑆𝐻𝐴2(𝐶𝑃) 

12. 𝑠𝑡𝑎𝑡 = 𝑣𝑒𝑟𝑖𝑓𝑦 (𝐶𝑃ℎ𝑎𝑠ℎ, 𝑃𝑢, 𝑃𝑟) 

13. If (𝑠𝑡𝑎𝑡 == 1) 

𝐶𝑃𝑠𝑖𝑔𝑛 = 𝑒𝑐𝑑𝑠𝑎 (𝐶𝑃ℎ𝑎𝑠ℎ, 𝑃𝑢, 𝑃𝑟) 

𝑟𝑡 → 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡 (𝐶𝑃𝑠𝑖𝑔𝑛 , 𝑛𝑒𝑥𝑡ℎ𝑜𝑝𝑒) 

Else  

      discard (𝐶𝑃) 

End If  

14. Else, at receiver 𝐷𝑢𝑒 

15. 𝐶𝑃ℎ𝑎𝑠ℎ = 𝑆𝐻𝐴2(𝐶𝑃) 

16. 𝑠𝑡𝑎𝑡 = 𝑣𝑒𝑟𝑖𝑓𝑦 (𝐶𝑃ℎ𝑎𝑠ℎ, 𝑃𝑢, 𝑃𝑟) 

17. If (𝑠𝑡𝑎𝑡 == 1) 

𝐶 ← 𝑘𝑒𝑔𝑒𝑛(𝑃, 𝑃𝑟, 𝐴) 

𝑃𝑃 ← 𝐴𝐸𝑆128(𝑃, 𝐶𝑃, 𝐶) 

Else  

discard (𝐶𝑃) 

End If 

18. Stop  
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IV. EXPERIMENTAL RESULTS 

The study outlines the simulation analysis of the EHPSDT 

protocol within HLWNets, focusing on existing handover 

techniques. We built HLWNets-specific modules in the NS2 

tool because of a lack of open-source simulation tools. The 

anticipated development brought the different features of the 

Li-Fi system to completion. The NS2 module for HLWNets 

offers a comprehensive AP design encompassing MAC, 

physical layer, UE mobility model, hybrid Li-Fi, and Wi-Fi 

network integration alongside handover mechanisms. Our 

design of HLWNets incorporates diverse UE mobility patterns 

and rates of light path blockage to demonstrate the efficacy of 

different HLWNets protocols. Since UE mobility and light 

path obstructions impact the frequency of handovers, this 

investigation highlights their influence on HLWNet 

performance through adjustments in their densities. On the 

other hand, we deployed 10% malicious UEs into each 

HLWNet to illustrate the efficacy of the suggested security 

strategy.  

Additional experimental requirements involve having a 

virtual machine tool installed on the primary operating system, 

Windows 10. The guest OS Ubuntu was installed on the 

virtual machine. The system RAM was 8 GB, and the 

processor was an I5 Intel core. We built and analyzed 

comparable approaches LBG-shadow [19], LB-mobility [20], 

and LB-simulation [21] to illustrate the benefits of employing 

the EHPSDT protocol in HLWNets. The existing protocols 

were developed with considerations for mobility management, 

shadowing effects, and load balancing, making them closely 

intertwined with the EHPSDT protocol. However, none of the 

existing protocols have worked on security challenges in 

HLWNets. All four protocols are compared using measures 

such as average throughput, packet delivery ratio (PDR), and 

communication overhead. In Tables 2 and 3, you'll find the 

simulation parameters related to scenarios involving UE 

mobility and obstruction of light paths, respectively. We 

designed the 1000 × 1000 square foot office area, as indicated 

in Tables 2 and 3. Figure 2 depicts the deployment of four Wi-

Fi access points and Figure 3 depicts the deployment of 

sixteen Li-Fi access points. The UEs, shadowing effects, and 

blocking objects are dispersed at random. For 200 seconds, the 

networks are simulated with light path barriers and UE moving 

around the office space at random. This section looks at the 

effects of UE movement and light path obstructions. 

 

A. Investigating the Mobility Scenario through simulation 

According to Table 2, HLWNets are built with UE 

mobility ranging from 0 to 5 m/s. The mobility of User 

Equipments (UEs) greatly impacts the overall performance of 

the network. Numerous researches on mobility effect 

assessments have already been provided by traditional wireless 

communication systems. As HLWNets represents a distinctive 

paradigm with UEs moving randomly, it exerts a notable 

influence on network performance. Even UEs with moderate 

movement speeds trigger frequent network handovers. As a 

result, effective mobility management has emerged as a 

critical problem for HLWNets. We present the results of 

simulations to analyze the impact of UE mobility on HLWNet 

performance utilizing protocols like LBG-shadow, LB-

mobility, and LB-simulation, and EHPSDT. We also 

investigate the impact of malicious threats. Figures 4-6 depict 

the results of several HLWNet protocols for average 

throughput, PDR, and communication overhead performance 

parameters with varied mobility speeds. 

 

 
Figure 2 Indoor area with 4 Wi-Fi APs 

 

Figure 3 Indoor area with 16 Li-Fi APs 

Table 2. UE mobility density scenario for HLWNets 

Wi-Fi APs 4 

Li-Fi APs 16 

User Equipments (UE) 50 

Office Area 1000 x 1000 Sq. feet 

Height of office 13 feet 

Transmission bandwidth 10 MHz 

Simulation time 200 seconds 

Frequency of Light path 

blockage  

4 times  

Mobility speed of UE 0, 1,2,3,4, and 5 m/s 

Mobility model of UE Random waypoint mobility 

Optical transmission power in 

the Li-Fi 

10 W 

Modulation bandwidth of LED 

lamp 

100 MHz 

Malicious UEs 10 % 

 

According to the data provided in Figures 4-6, raising the 

mobility rate of UEs significantly impacts the overall 

performance across all protocols. As mobility increases, 

average throughput decreases (Figure 4), PDR decreases 

(Figure 5), and communication overhead increases (Figure 

6).The EHPSDT protocol improves throughput and PDR, and 
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minimizes communication overhead while executing network 

handovers, and provides security against the MIMA threats. 

 

 
 

Figure 4 Throughput variation with different UE mobility 

rates 

 

 
 

Figure 5 PDR Variation Across Different UE Mobility 

Rates 

 
 

Figure 6 Communication overhead with varying UE mobility 
rate 

Table 4 displays the average results for each protocol in 

this network environment. The bold numbers show the 

improvement in each parameter when utilizing the EHPSDT 

protocol. The EHPSDT protocol exhibits an increase in 

average throughput of around 10+ Kbps, an enhancement of 

approximately 9+% in Packet Delivery Ratio (PDR), and a 

reduction in communication overhead by about 0.83. 

 

Table 4. Average Performance Comparison of HLWNet 

Protocols in Mobility Scenarios 

Type of 

Protocol 

Average 

Throughput 

(Kbps) 

Average 

rate of 

packet 

delivery 

(%) 

Avg. 

Communication 

overhead 

LBG-

shadow 

71.82 68.81 5.03 

LB-

mobility 

75.14 73.15 4.46 

LB-

simulation 

78.75 77.45 3.95 

EHPSDT 88.81 86.53 3.12 

 

B. Investigating the Mobility Scenario through Mathematical 

model 

Average throughput: The average throughput of Li-Fi 

and Wi-Fi Access Points (APs) is contingent upon factors such 

as the physical layer rate, packet size, and Signal-to-Noise 

Ratio (SNR). The typical formula for estimating average 

throughput is then employed as follows. 

𝑇 = (
𝑅

𝑡2 −  𝑡1
) × (

8

1000
) 

Where R is total packets and t2 and t1 are simulation start and 

end time respectively 

Packet Delivery Ratio: It represents the proportion of 

packets successfully received by the destination from different 

sources under diverse traffic conditions. 

Communication overhead: Communication overhead 

refers to the ratio of the total number of routing packets to the 

overall number of data packets in the network. It's calculated 

as follows: 

𝑂 = ∑ (
𝑅𝑇𝑡

𝐷𝑇𝑡
)

𝑡

 

Where, 𝑅𝑇𝑡is aggregate count of routing packets and 𝐷𝑇𝑡 

is cumulative sum of data packets at a specific time point “t”.  

 

V. CONCLUSION 

The novel EHPSDT protocol proposed in this paper for 

hybrid Li-Fi and Wi-Fi to address the multiple challenges. The 

hybrid Li-Fi-based networks suffered from key challenges 

such as frequent handovers, UE mobility management, and 

lack of security in Wi-Fi communications. The EHPSDT 

protocol addressed the above challenges by presenting novel 

algorithms for handover decision-making and lightweight 

cryptography-based data transmission. The AECC-based 

cryptography algorithm provides security against the MIMA 

threats in the network. The simulation outcomes demonstrated 

the superior effectiveness of the EHPSDT protocol in 

comparison to the underlying protocols. The average amount 

of data transferred per unit of time, along with the Packet 
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Delivery Ratio (PDR), has seen an increase of approximately 

19.91% and 14.58%, respectively. Simultaneously, the extra 

resources needed for communication have decreased by 

roughly 32.89%. The future work for the EHPSDT protocol is 

investigating the flickering rate analysis under different 

conditions. Another limitation of the proposed cryptography 

approach is the lack of trusted certificate authority.  
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