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Abstract

Because there are now many edge devices in IoT, their restricted power and resources have led to additional security
challenges. Most traditional IDS have been designed to work on big networks at a central location, so they are inappropriate
for smaller, energy-focused edge devices. This paper describes a new way to design sleep-aware intrusion detection for edge
devices that addresses the conflict between power use and security. The system introduced here lowers energy waste while
ensuring accurate detection using smart sleep and detection tools. The framework uses real-time threats and battery levels to
determine which state the device should use. It is observed from testing that using the sleep-aware control, the IDS imposes a
power reduction of up to 35% over continuous operation and continues to detect more than 92% of threats. Moreover, the
adaptive thresholding process in the system significantly decreases the number of false alarms, ensuring the system is more
effective in real life. The results add to the existing knowledge on making security solutions consume less energy in 10T and
edge computing environments. These results demonstrate that planning for power is necessary to help devices last long and
remain secure. Additional work will focus on using machine learning to create flexible sleep policies and adding hardware
support to detect intrusions to improve performance. The framework forms a strong base for building IDS that are energy
efficient and can deal with the strict demands of the next generation of edge computing.

Keywords: - Sleep-aware intrusion detection, Edge devices, Power efficiency, Energy-aware security, Intrusion detection
systems (IDS)

1. Introduction begin to drain the battery much faster and need more

. . frequent attention, which can increase overall costs.
Thanks to the fast growth of edge computing, data is now

handled more quickly by being worked on where it is
generated. Many smart home, industry, healthcare, and
self-driving applications rely on sensors, smart cameras,
and embedded controllers. The systems we build are often
run in situations where battery, CPU power, and available
memory are not plentiful. While edge devices are deployed
in many places, their vulnerability to cyber-attacks has
increased because they are frequently connected and
usually have little security.

Monitoring suspicious behaviors and catching them early
is primarily made possible by using an intrusion detection
system (IDS). Yet, since these IDS techniques are created
for sophisticated systems, their constant monitoring means
they need too much power at the edge. When security
measures are kept on all the time in these devices, they
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Because of this significant challenge, researchers are
investigating ways to create intrusion detection for sleep
mode that balances power with security needs. Using low-
power sleep states, sleep-aware IDS temporarily stops
some parts of the device to conserve the battery. The
device changes between an active and sleep state
according to its confidence in threats, the conditions of its
environment, and the available power supply. Dynamic
management protects the device from attacks and uses
energy in the best way possible.

Despite its benefits, putting together a sleep-aware 1DS
framework is not easy. If an organization lowers the
monitoring frequency, they'll likely miss essential or
rapidly developing attacks. The next point is that making
algorithms able to handle different threats and power
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settings without adding much extra cost is challenging. To
work well on edge hardware with different abilities, the
framework requires flexible solutions that can expand as
needed.

This paper overcomes these challenges by introducing a
complete sleep-aware intrusion detection framework for
edge devices. This framework connects flexible sleep
scheduling with methods for finding anomalies designed
for limited resources. It automatically adjusts how it
notices attacks and how long to sleep depending on how
devices and traffic look right now. By using this technique,
we hope to improve correct observations, control false
positives, and save a lot of power compared to standard
IDS systems.

The contributions of this paper are:

e An architecture for an edge device IDS adapted to
sleep just as needed, using energy efficiently and
with security in mind.

e Designing adaptive algorithms that manage sleep
and activity schedules according to threats, earlier
detection notices, and how much energy is
present.

e A framework was designed using live network
data and a testbed with a prototype edge device to
check the balance between saving power and
capturing attacks.

e Scene-by-scene simulations to outline the
robustness of the security system's functioning.

The subsequent part of the paper looks at existing methods
for detecting intrusions and handling power management
in edge computing. Section 6 specifies the system model,
and the problem of managing power and security is clearly
defined. Here, we outline the design of our sleep-aware
intrusion detection framework, with attention to algorithms
and its architecture. Section 8 explains how the system is
built and measured. Referring to Section 9, the
framework's performance is reviewed, and relevant
findings are shared. Section 10 ends the paper by
suggesting topics for future study.

This research hopes to find a practical answer to one of the
most significant issues in edge computing security by
connecting  cybersecurity and  energy efficiency.
Implementing the proposed sleep-aware intrusion
detection framework, which promotes their use in critical
applications more broadly, can achieve long-lasting and
resilient protection for edge devices.
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2. Important related research work and relevant
foundational studies

2.1. How Intrusion Detection Systems Are Used in
Edge Localities

Installing intrusion detection systems is key to stopping
threats, preventing access abuse, and identifying unusual
behavior in a network. IDS placed in conventional data
centers or on the cloud can use numerous computing
resources, are always connected, and depend on robust
security. Even so, putting IDS in place at the edge is not
easy, as space, resources, and power are all quite limited.
More and more critical applications in areas like smart
cities, healthcare, and industry use edge equipment such as
smart sensors, wearables, surveillance cameras, and
embedded controllers. These devices become obvious
targets for cyber-attacks when used in places without trust.
Developing a universal IDS system with many different
operating  systems, communication protocols, and
hardware layouts is hard. The basic types of IDS for the
edge include signature, anomaly, and hybrid ones. They
are excellent at detecting old challenges but miss
discovering entirely new ones. Anomaly-based IDSs spot
differences from typical actions and could identify
unknown attacks but have many false alerts and take much
computing power. Hybrid models are designed to achieve
reliable results while saving computer power, though they
require too many resources to be employed in real-time on
lightweight devices. Because of these issues, edge
scenarios call for IDS to be light, adaptable, and power-
friendly while keeping up with effective threat detection.

2.2. Limitations in Availability in Edge Computing

Edge devices are built to operate using little energy and
work lightly. They must achieve the best results by
balancing computing, communication, and security using
very little energy. Because of these constraints, real-time
security monitoring cannot be maintained in most battery-
operated or energy-harvesting devices.

Designated parts of an embedded device can be turned off
using sleep modes when not in use. A thoughtful design
should be applied to these solutions so significant threats
are not overlooked while the system is off. That’s when
intrusion detection technology designed explicitly for
sleep becomes key.

2.3. Today’s Power-Aware and Sleep-Based Security
Solutions

A number of studies have proposed ways to make mobile
and loT devices safe and energy efficient. These solutions
are mainly divided into three larger categories.
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o Alternative IDS: The systems cycle between
keeping alert and power conservation modes. You
use less power, but there’s a danger you will miss
quick movement in your environment.

e In these systems, the IDS responds to how other
network parts behave, such as the number of
requests or unusual findings.

e Using machine learning, these systems choose
low-power operation times with low risk.

Even with all these changes, only a few solutions offer
complete sleep management and an intrusion detection
engine optimized for the edge.

2.4. Compare Different Existing Approaches

Below is a table that illustrates the differences between
current systems. The IDS frameworks are assessed based
on detection accuracy, power efficiency, easy scalability,
and suitability for edge use.

Table 1: Comparison of Intrusion Detection Systems for Edge Devices.

IDS Method Detection Power Accuracy False Positive Edge Deployment
Technique Efficiency (%) Rate Readiness

Signature-based IDS Signature Low 95 2.5% Medium
Matching

Anomaly-based IDS Statistical Medium 89 6.0% High
Models

Hybrid IDS Signature + Low 96 3.0% Medium
Anomaly

Context-aware IDS Adaptive High 91 3.5% High
Thresholds

Proposed Sleep-Aware IDS | Adaptive + Very High 92 2.8% Very High
Sleep

2.5. IDS Process for Smart Devices

An Intrusion Detection System (IDS) at the edge
commonly works through five stages: data gathering,
feature finding, attack detection, deciding on a course of
action, and producing a response. In most IDS systems, all
the steps run simultaneously, driving up the energy costs.
Yet, since edge devices often have restricted energy, using
that much is usually impossible. In a sleep-aware 1DS, the
different parts of the system only work if required,
following flexible scheduling or assessing the risk level.
Doing this saves energy without compromising on defense
against possible data breaches.
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Figure 1: General Workflow of IDS in Edge Devices
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2.6. This is an analysis of energy consumption.

Text sources show energy efficiency is essential when
installing IDS on edge devices. Traditional IDS models
consume a lot of energy because they must constantly
watch and analyze data in real-time devices continuously
in the cloud or server space, which is practical but
impossible for many battery-powered gadgets at the edge.
In such circumstances, knowing about and controlling
power usage helps you use your device longer without
sacrificing privacy. Sleep-aware IDS features set specific
devices into sleep mode as a solution, stopping only the
non-essential features while sleep lasts. These sleep phases
are planned so that the threat is unlikely or according to a
contextual analysis. A study of power use for the three IDS
approaches reveals the benefits of conserving energy.
Always-on IDS takes the most power, but sleep-aware IDS
uses much less by only running when required. In
between, context-aware models change their surveillance
based on the person’s actions. The sleep-aware strategy
gives you the most efficient blend of energy savings and
good security, so it is excellent for areas at the edge that
need both protection and efficiency.
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120mW

Always-On IDS

Consistent high power draw
Vanable power usage

Periodic power spikes

2.7. Learning about the Research Gaps and Motivation

Although intrusion detection systems have advanced
significantly at the edge, several important research
problems have not been resolved. Many well-known IDS
models are designed to perform very well at detection or to
use little energy, but few manage to do both. Most IDS
methods focus on overseeing everything, which causes
them to consume far too much energy for battery-powered
devices. Instead, devices created to save energy often fail
to respond to threats, which can leave the system at risk
when it is asleep.

An important problem is that existing methods lack
features that can simultaneously assess available power
and the level of risk. Also, intelligent changes between
active mode and power conservation in the IDS workflow
are only triggered by changing circumstances and the
likelihood of security issues. Besides, many of these
proposed solutions are tested in theoretical research or
computer simulations, leaving little opportunity to use
them on real hardware. We lack frameworks that allow
edge devices in various industries to scale and adapt to
their unique capabilities.

As a result, it becomes clear that intelligent systems
designed for intrusion detection that carefully save energy
are critical for reliable, sustainable edge device security in
the real world.

3. System Model and Problem Identification

The formal architecture is shown, the main system blocks
are named, the control flow for sleep-aware intrusion
detection is described, and the search for the best way to
balance energy use and accuracy is explained. To help
with the design and implementation that follow, we briefly
describe the operational assumptions and related
constraints.
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Figure 3: System Architecture of Sleep-Aware IDS for
Edge Devices

3.1 The architecture of a system that detects attacks
during sleep is described.

The structure of the proposed SA-IDS system is meant to
overcome the two problems of limited power and quick
detection of threats in edge environments. Five tightly
linked pieces in an HVAC system provide efficient service
in any energy situation. The Data Acquisition Module
consistently gathers traffic from the network, information
from sensors, and log activities related to the system. Next,
the Lightweight Feature Extractor turns the raw input into
small, fast-to-use feature vectors. The Detection Engine
reviews these features, makes the primary choices, and
incorporates a Sleep Manager. By assessing a device's
energy levels and risk probability, the Sleep Manager sets
its operation state to various modes, including active or
sleep. Whenever strange activity is discovered or expected,
the engine notifies the Decision Unit and Threat Evaluator
to understand the intrusion threat level and plan how to
respond. In addition, the Energy State Monitor takes
power readings from the edge system to influence the
application's  behavior. =~ Working together, these
components allow the system to continually update, notice
the environment, save power, and not lose much in its
ability to detect intruders. As a result of its division into
layers, every subsystem handles specific tasks and together
ensures the system provides responsiveness, good energy
use, and maximum security in real-time.

3.2. Operational Model

The IDS is designed according to a state-driven process
that is flexible with energy usage and suitable for devices
working at the edge. At regular intervals, the IDS receives
data and both, checks for risks, and decides if it should
continue operating or go on standby. Whenever people are
watching sports

Currently, the system is in one of three unique states:
Active (A), Partial Sleep (P), or Deep Sleep (D). The
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amount of processing and energy an Al uses varies with
the design of these states. When a system is Active, the
detection engine and the feature extractor work entirely,
supporting complete overseeing and immediate action
against threats. The device is in low-function mode,
engaging only the energy monitor and scheduler. This
mode turns off the detection engine to help save power
without interfering with processing. Symbolized by the
name Deep Sleep, the system uses less power by putting
all watching activities on pause so that the phone's battery
isn't drained when factors like low energy are involved.

How a specific function controls the state changes. fThat
uses the live energy levels of a vehicle as input. Ptas well
as the estimated risk level Rt, where Rt It is determined
using current data patterns, indicating whether an intrusion
is expected. The function converts the signals into a
system state. Ste {A4,P,D}. One example is when Rtbreaks
through a particular security limit 87, Whether the system
is powered or not, it stays in the Active state if security is
the primary goal. Conversely, if Pt becomes too low for
the country's needs 6p When our system enters Deep
Sleep, it saves energy. If neither risks nor big energy
challenges are found, the device moves to Partial Sleep to
monitor the environment and save power. Using this
approach, edge devices remain secure without using too
much energy.

3.3. A new and better approach is called Energy-
Security Trade-Off Modeling.

It is essential in edge computing systems that need low
power to find the right point between safeguarding the
system and avoiding large power consumption. Because
sleep-aware IDS systems are designed to work twenty-
four-seven, they are required to analyze in real-time and
save energy simultaneously by intelligently switching
between active and sleep modes. A multi-objective
optimization model is applied to ensure that this system's
energy, accuracy, response, and sleep are calculated and
adjusted together.

The model depends on a loss function that connects many
different objectives into a whole. Let:

e Eww= Represent the total energy the IDS uses
during each monitoring session.

e Daccuracy = Represent how accurately the detection
engine finds threats. Furthermore, we describe

o Tmiss = As the prediction of missed intrusions—a
vital indicator that rises as sleep periods become
longer

e Lgeep = The time the system stays in a sleep state
compared to its time spent active. The simple
equation that defines both goals
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We aim to minimize:
L = aEp + ﬁTmiss_)’Daccuracy + 5leeep
Where:

e «a, B, vy, 6Alpha, beta, gamma, and delta
determine how much the designer emphasizes
energy use versus safety when designing the
system. A high

e  Tniss increases when sleep duration increases or
detection thresholds are too conservative.

®  Dacauracy IS improved by more frequent or intensive
monitoring.

And accept the extra energy use because it boosts
security. On the other hand, in times of little danger and
with energy limits, the IDS may decrease the monitoring
pace or choose light models to lower power usage. Using
this measurable and straightforward model, the sleep
manager can design effective policies for working under
resource constraints at the edge.

3.4. How data travels and what results in a change of
state

The ongoing operation of the Sleep-Aware IDS monitors
and responds to fast-changing system events. The main
stages of this process are collecting data, assessing it,
deciding on a response, and managing the sleep cycle. This
process allows the IDS to intelligently choose the correct
operational mode, among Active, Partial Sleep, and Deep
Sleep.

While acquiring data, light mechanisms are applied to
sensors, network traffic logs, and system activity logs to
consume as little power as possible. Raw info goes
through the engine for evaluation and identifies essential
elements for a light anomaly-detecting model. Should the
system discover a threat or see that risks have gotten
dangerously high, it enters the Active state to solve the
problem and respond. If everything in the sample fits the
criteria and the system works within a budget, the Partial
Sleep state takes over, leaving just the energy monitor to
continue working. If there is almost no more energy, the
phone steps into the Deep Sleep state and reduces what it
does to protect the battery.

This model of data cycling and adjustable transitions
balances security closely with power efficiency, making it
perfect for devices at the edge that need to operate
efficiently and securely simultaneously.
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® Deep Sleep (D)

Figure 4: Sleep-Aware IDS State Transition Diagram
3.5. The Decision Maker is Considering

A practical and efficient edge IDS must have clearly stated
assumptions regarding its design and operation. At the
start, the system works around the fact that the energy
available is periodic in places where edge devices run on
batteries or collect power from the outside. Having
fluctuating power makes the IDS need to continually
adjust its states to maintain security and the device's
uptime. Further, since edge devices may occasionally lose
connection with central services, they should have their
intrusion detection systems instead of continuously
needing updates from outside. Third, the system assumes
that only a small amount of delay is required in detection
so long as the number of missed detections is not too high.
Furthermore, the system relies on lightweight machine
learning models that can run smoothly on any good
framework on simple devices like TensorFlow Lite or
TinyML.

Security-related modules max out at 256 KB in memory
on the limit part. The IDS can only use up to 30% of all
the CPU cycles at any one time, so it does not affect the
regular operation of other devices. The system needs to
decide on intrusion in less than 200 milliseconds after
receiving data to be effective. The restricted energy budget
is key, so the IDS can consume no more than 10 milliwatts
continuously, making it perfect for long-term deployment
in low-power areas. Power can be recovered from
harvested energy in less than an hour, after which IDS
activity will occur. These assumptions and limits impact
the systems design, behavior, and execution logic within
the sleep-aware IDS framework.

Table 2: Edge Device Constraints for Sleep-Aware IDS

for IDS cycles
Latency Max decision latency | 200 ms
Power Sustained IDS power | <10 mW
Consumption draw
Energy Power harvesting 10-60 minutes
Recovery frequency

Design
Constraint Parameter Value
Type
Memory Max RAM usage 256 KB
Computation Max CPU allocation 30% of total
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4. Developing Our Methodology and the System

The proposed sleep-aware IDS ensures edge devices save
energy without missing intrusion threats. Because these
devices are often used in places with little power, they
must function independently and make decisions fast while
saving as much energy as possible for a long-term
deployment. How the IDS operates—in active, partial, or
deep sleep mode—is adjusted according to what the
sensors detect in the environment. This part of the report
focuses on the choice and setup of algorithms and the
system design decisions used to accomplish this.

At the heart of it, the system uses an adaptive control loop
to track three elements: power, the current, threat level,
and the device’s processing work. SADE takes these
metrics as sources of data to decide when the drone should
be turned on and when to put it to sleep. The model relies
on using both heuristic thresholds and an agent for
reinforcement learning to find the best compromise
between securing the grid and using power. At the start,
the rules are set up so that the system moves into partial
sleep if energy decreases much below a designated level
and the chance of danger is slim. The reinforcement
learning part of the model checks the environment for
patterns and, in the process, slowly enhances the
transitions by boosting long-term utility value comprising
of performance in saving power and detecting intrusions.

The Data Acquisition Module acquires all data traffic or
sensor readings at the beginning of the data flow.
Afterward, the Lightweight Feature Extractor takes the
raw input and highlights key parts such as the size of each
packet, how many are seen, signal flaws, and unusual
behavior. Afterward, the Detection Engine receives the
processed features and analyzes them with a lightweight
artificial intelligence process to check for suspicious
activity. Making the model efficient in energy required
guantization and pruning of parameters so it could run on
microcontrollers with standard RAM and compute power.

The Sleep Controller is essential to the methodology
because it links the Detection Engine with the Energy
State Monitor. By looking at old and recent information,
the controller decides if the system should stay running at
full power or slow down. The controller recognizes past
patterns and uses that information to predict times when
the system can sleep and keep the security minimally
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affected. As a result, this predictive scheme prevents the
phone from wasting power on wrong activations. In
addition, the Sleep Controller looks for signals from
outside, such as increases in data traffic or power drops,
which can trigger full IDS activity if it detects anything
suspicious.

Tdentify
Problem

70N

Gather
Information

Review

Outcome Q

Implement
Decision

Evaluate
Options

N~

Make Decision

Figure 6: Decision-Making Process

We begin with acquiring features, measuring their
energies, and reviewing the risks involved. When the
energy level is over the operational threshold and the risk
is significant, the system switches to active detection.
Sometimes, if not much effort is needed and the risk is still
overlooked, the system will drift into partial or deep sleep.
Every branch in the flowchart contains inspections for
events that will awaken the process, including timers and
unexpected patterns. Using this approach, the IDS never
waits to respond until a threat exists, which helps conserve
energy at other times.

A buffered event queue is added inside the Detection
Engine to enhance this workflow. It keeps data while the
device sleeps partially and works through that data in
batches when the device awakens again. As a result,
detection accuracy is preserved when the radar uses less
power. If the buffer is complete, which means too many
suspicious events were detected, the system is turned on
and begins work ahead of schedule. Because it is queue-
driven, the infrastructure can resist little bursts of attacks
and keep computation minimal.

From a system's point of view, the sleep-aware IDS
comprises modules and can be easily modified in real
time. With this, detection models can be swapped or
updated whenever the firmware is upgraded so the system
responds to new risks. The code for each component runs
as a service within a lightweight runtime framework,
allowing microcontrollers from different manufacturers to
connect easily. All elements of the IDS framework are
designed to work well with popular low-power hardware
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like the Raspberry Pi Zero, Arduino Nano 33 BLE, and
ESP32 boards, which many people use in real-life edge
applications.

A benchmark simulation was set up to test how well this
approach works, and data on both invented and used
methods were included. Advanced datasets were included
by customizing commonly known intrusion detection
datasets for edge usage. The system's ability to detect and
use energy and responsiveness were measured depending
on different system profiles. The proposed design used just
47% of the energy that an always-on system uses, with a
5-8% decline in accuracy. Still, this arrangement made
sense, considering how much it increased the device's
lifetime and independence from AC power.

Table 3 shows detailed performance statistics for all three
operating modes: Full Active, Partial Sleep, and Sleep-
Aware Adaptive.

Table 3: Performance Metrics of Sleep-Aware IDS
Across Modes

Operational Detection Avg Decision
Mode Accuracy Power Latency
(%) (mW) (ms)
Full Active 95.4 15.8 120
Partial Sleep 90.2 8.3 180
Sleep-Aware 91.8 7.9 140
Adaptive

Sleep-Aware Adaptive mode shows the best performance
with only low power use. They demonstrate the benefit of
using the sleep-aware IDS in systems struggling with
resources.

A special Energy-Aware Scheduler is included to help the
system operate smoothly by directly connecting to the
edge device’s PMU. The scheduler observes the battery
status and how much voltage is present and quickly
chooses when to power down things like Wi-Fi, Bluetooth,
or the CPU core. In deep sleep, a lightweight watchdog
timer performs the minimum watch needed to ensure the
device will wake up quickly in an emergency. The mission
profile of the device determines how the scheduler policy
can be set up by developers or field technicians.

Another significant part of the solution involves not losing
the security context when states are changed. As soon as
the IDS goes into sleep mode or partial sleep, the last
threat vector is spotted, and all the contents in the memory
buffer and the energy level are saved in a small permanent
storage section. Because of this, the system will start right
where it was when it powered down. Also, the system
keeps a record of essential changes in the system state and
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reports threats locally. Hence, the information is available
for review after the mission or when the cloud service is
back online.

My proposed system safeguards edge devices from threats
through progressive design, flexible choices, and
predictive energy models. It uses logic from rules and
machine learning to accurately manage sleep transitions
and ensure ongoing threat detection. Architecture, flow
management, and scheduling techniques make the system
suitable for guarding edge devices with limited power, and
complete autonomy is valuable.

5. The results from the experiments and what was
observed

An extensive set of experiments was done to ensure the
proposed Sleep-Aware Intrusion Detection System works
well for edge devices. These experiments focused on
beautyOS’s functioning in real situations, specifically
looking at power efficiency, reliability in spotting threats,
speeds, and protection against a broad range of attacks.
The evaluation aimed to show how introducing sleep
management into the IDS design can lengthen device life
without reducing the ability to observe threats.

The system was placed on two replicable edge platforms to
conduct the experiments: a Raspberry Pi Zero W and an
ESP32 microcontroller. Such platforms were chosen
because they are commonly found in the Internet of Things
(1oT) and edge computing projects and have different
power levels and features. Real-time energy use was
measured through a power monitoring circuit on every
device. The complete list of programs for the product
included the sleep-aware IDS with SADE, Energy-Aware
Scheduler, Sleep Controller, and the embedded detection
models as part of the stack.

We tried two datasets for testing: NSL-KDD data that was
altered and feature-compressed to meet edge needs and a
smaller CICIDS2017 dataset with major intrusion types
like DoS, attempts to hack, and data removal. These
datasets were handled with a packet replay tool to show
how edge devices would process them in real-time. Under
this simulation, the system was tested for stress under
situations that reflect regular processing and threats.

Three IDS configurations were compared to determine a
baseline: a standard IDS that always stays on, a basic
partial-sleep IDS without dynamic features, and the
innovative Sleep-Aware Adaptive IDS. Running an IDS
continuously meant it used the most energy but always
watched the system. No matter what else was happening,
the partial-sleep IDS would alternate between sleep and
waking up on a strict schedule. By contrast, the adaptive
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system changed its sleep habits depending on the risk and
amount of usable energy.

It was shown that the Sleep-Aware Adaptive IDS had
strong performance with a low impact on power usage.
Data show that the auto-1D achieved an average accuracy
of 91.8%, compared to the 95.4% level from the always-on
IDS, which is hardly any difference. This type of IDS was
only 90.2% accurate because it missed threats while the
system was asleep. Crucially, the adaptive design utilized
roughly half as much energy as the constant system,
keeping on-time detection intact.

Lower Energy ‘ﬁ& %D Higher Energy

Consumption <= Consumption

L
©
IDS Model 1 A IDS Model 2
—)

Figure 7: Compare Energy Efficiency of IDS Models

The adaptive method brought down the average energy use
significantly instead of showing sudden large spikes. The
graph shows that, with environmental support, the adaptive
system smoothly alternates between wake and sleep,
which ensures steady energy use throughout the entire test.

Another important indicator reviewed was how long it
took the system to identify and respond to an intrusion
after it occurred. The latency for the Sleep-Aware
Adaptive IDS was measured as 140 milliseconds, which is
greater than the 120 milliseconds obtained for the always-
on system vyet significantly better than the 180
milliseconds seen in partial sleep mode. Latency lag within
the edge computing system was usually acceptable for
various applications, except those focused on real-time
interactions.

Table 4: Comparative Evaluation of IDS
Configurations

Metric Always- Partial- Sleep-
On IDS Sleep Aware
IDS Adaptive
IDS

Detection 95.4 90.2 91.8
Accuracy (%)
Avg Power 15.8 8.3 7.9
Consumption
(mW)
Detection 120 180 140
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Latency (ms)

False Positive 3.4 6.7 4.2
Rate (%)

Uptime Duration | 27 45 53
(hours)

The Sleep-Aware Adaptive IDS proved much more
reliable regarding uptime than the other setups. With the
help of a 1000 mAh battery on the ESP32 testbed, the
device ran the entire system without stopping for a solid
27 hours. The investigators | spoke to used the partial-
sleep method for 45 hours. However, by operating without
issues for over two full days, the adaptive IDS proved its
use in deployments that require battery-free or remote
operation.

To evaluate the sleep-aware feature, the system ran on data
with regular and bursty interruptions to see how it handled
them. An adaptive IDS kept working more in situations
where the attack likelihood was high instead of saving
energy. Alternatively, in times of benign traffic, it moved
to deep sleep or partial monitoring, using less battery
without risking important traffic detection.

35%
Deep Sleep

System in low-power mode -
Partial Sleep -

System in reduced activity mode

25%

System fully operational and
monitoring

Table 8: Spent in Operational States by Adaptive

A separate ablation study was designed to measure the role
of a specific part of the system. Because the Sleep
Controller was removed, the monitoring system fell back
to a periodic sleep style and missed more intrusions by
12%. When reinforcement learning was not included, the
transitions were not timed well, which increased energy
usage by 18%. The findings confirm that both technologies
must be in place for the IDS to function well during
limited power.

The system was also tested using slow DoS attacks and
stealthy data exfiltration for long time spans. Traffic
surges make these techniques harder to detect for IDSs that
depend on them for alerts. Even running under sleep-aware
mode, the adaptive IDS detected 87% of low-detection
attacks, which is better than the partial-sleep IDS (75%)
and nearly the same as the always-on IDS (90%). Staying
aware of the situation was possible during state transitions
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due to the buffered event queue and periodic pattern
analysis.

The results also looked at the time it took to switch
between different states. The time it took to shift from
deep sleep back to active use, around 20-30 milliseconds,
was generally not crucial for the usual edge tasks. Under
details mimicking errors, the wake-up system performed
well and achieved consistent results on all platforms.

As a proof of concept, an IDS was used in a smart
agriculture sensor that collected and sent environmental
readings using LoRaWAN. During a three-day field test,
the node experienced attempts by an attacking node to
transmit fake messages. While its sensors were active and
sleeping, the IDS detected and blocked these signals
properly. The system became functional by blending
intelligent ways to prevent intrusions and operate with less
energy in real conditions.

These results support the view that the Sleep-Aware
Adaptive IDS provides an essential enhancement in edge
security. It offers solid security while adapting to energy
changes, which results in longer device life and improved
sustainability. The modular design guarantees that this
software can be used in various edge computing
applications, including smart cities and industrial
monitoring systems. By conducting experiments, we prove
that the system is well-founded theoretically and can be
used in practice.

6. Discussion and Analysis

Experimental testing of the Sleep-Aware Intrusion
Detection System allows us to confirm that putting sleep-
awareness in edge devices can make them operate more
efficiently without compromising security. In this section,
the main findings are discussed and linked to edge
computing, intrusion detection, and power-aware system
design.

A central point from the evaluation is that the system
skillfully balances energy usage and security. According to
the results, adaptive sleep-aware IDS reduced energy use
by up to 50% compared to the basic always-on type and
still managed a detection accuracy of over 91%. This
proves that optimization is achieved without putting the
platform’s security at unjustifiable risk. With this
architecture, designing intelligent and secure nodes for
gadgets with little energy is now possible.

Further analysis shows that by using intelligent scheduling
and flexible alterations guided by a minimal decision
engine, the system managed to achieve equal performance.
With reinforcement learning guiding the decision engine,
patterns in traffic and environmental factors were analyzed
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to let the IDS choose the best energy-saving state: active,
partial, or deep sleep. This behavior is a significant change
from old periodic sleep models since those models don’t
consider what is happening in the network. Thanks to its
context-awareness, the proposed system can better meet
today’s cyber-physical systems' demands.

Even so, being agile brings certain costs. Though the
detection accuracy was still perfect, there was a minor dip
compared to continuous IDS. Usually, this decrease in
precision is tolerable. Still, it might become a big issue in
applications such as medical tracking or autonomous
automobiles, where delays or missed discoveries can have
grave outcomes. For most applications in areas such as
farming and home automation, the 140 ms detection time
is fine, but it must be improved for real-time tasks. It
shows that it could be valuable to examine how the model
responds under latency pressure in the future, having a
predictive wake or involving processing in the cloud.

The architecture’s modular and transportable qualities
should not be overlooked. Because the system is device-
agnostic, its components are abstracted to work on various
microcontroller architectures. 1 verified this on both
Raspberry Pi and ESP32 testing platforms. Such flexibility
is functional in large-scale 10T projects, where devices of
many types are usually installed. In addition, using
optimized software models reduces memory and
processing usage during wake hours, allowing such
devices to operate longer.

Starting with the iDS challenge, the ablation study points
out that every module of the pipeline matters. The sleep
controller and adaptive scheduling engine primarily made
achieving the right balance possible. When | removed or
reduced these additional features, the system behaved like
the traditional trade-off: high energy equals good detection
versus lower energy level and weak monitoring. For this
reason, strong power state management should be seen
from the outset as a key design goal instead of being
viewed only as a late optimization.

The system resisted various security threats, minor
continuous attacks, and burst attacks that sent a flood of
data. Because of the event queue and periodic pattern
analyzer, the robot remained somewhat aware of its
surroundings when operating on minimal power. However,
this results in more storage and analysis operations, which
ultralow-power sensors do not always support. So, a
smaller system version is required to deploy in Class O loT
or deeply embedded situations.

Scalability matters a lot in security as well. Before starting,
the system’s reinforcement learning model was trained
with sample data and later continually improved with
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lightweight Q-learning methods when using the system.
However, when networks include thousands of nodes,
concerns crop up about model drift, scheduling
differences, and identical nap times for security reasons.
For this reason, future experiments can investigate systems
where nodes share and improve their defenses by
collaborating through federated learning or standard
intrusion detection methods.

One of its main strengths is the unique way the proposed
IDS helps in sustainable computing. The increase in
pervasive and everyday sensing systems means edge
deployments must be sustainable and last over time. A
sleep-aware architecture such as this helps devices
deployed in faraway locations last much longer.
Maintaining self-sufficient energy could significantly
impact environmental monitoring, responding to disasters,
and looking after wildlife, as energy autonomy is essential
in these cases.

Also, it’s essential to consider how the development tools
are used and integrated. The system was built so security
professionals could easily set it up using provided APIs
and interfaces. The simplicity of including these machines
in systems makes them useful for industrial control, smart
homes, and transportation networks.

All in all, the Sleep-Aware IDS presents a promising
answer to a significant limitation in edge security:
providing robust intrusion detection when there is very
little power. Certain restrictions exist in extremely low-
latency or data volume situations, but the system’s
intelligence helps it fit well for the future. This approach,
which mixes energy saving with real-time threat
recognition, brings us closer to practical device security
for edge computing.

Conclusion

Because of the growth in edge computing, there is now a
strong demand for reliable, intelligent, and efficient
security systems that can function even under resource
shortages. This paper presents a new Sleep-Aware
Intrusion Detection System (IDS) that wisely manages
power use and security by including adaptive sleeping
during the edge devices’ operations.

The system achieves this by using new architectural
approaches and a lightweight reinforcement learning
model that changes its activity based on the network’s
current usage. The testing showed that power use could be
reduced by almost half while still detecting network
attacks with high accuracy and keeping delays short. The
findings prove that including power consciousness in IDS
systems is possible and offers many benefits, particularly
in distant, energy-limited, or sensitive areas.
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In addition, using this system on both Raspberry Pi and
ESP32 reflects its ability to adjust and grow for actual
applications. Because the system is structured with
separate limited-function modules, it can be modified or
adapted to meet security policies, domains, or deployment
without requiring a full redesign.

However, the product still has specific weaknesses. When
latency is a top concern, these applications might need
extra improvements. Also, very low-powered devices
often face challenges in including every component, this
time due to memory and processing issues. Under these
conditions, deploying an IDS with central and cloud
management may provide the best solution.

Future efforts will investigate several essential directions.
Adopting federated learning enables different edge
computers to cooperate for security by sharing data
without revealing valuable aspects of their data. In
addition, increasing how wake-prediction algorithms work
and making them a part of device firmware makes it
possible to cut down latency and energy use. Next, testing
in broader and more varied device networks will examine
the system’s ability to manage and prosper in dense edge
environments.

Novel ideas include linking the Sleep-Aware IDS with
trust solutions based on blockchain to secure information
sharing and ensure all data is secure despite distributed
systems. Besides, adding zero-day and adversarial ML
attacks to the attack model will challenge the system in
more complex threat situations.

The system demonstrates that it can achieve energy
efficiency and security resilience in edge computing.
Because we see edge and loT technologies everywhere,
solutions like these are welcome and crucial. The Sleep-
Aware IDS forms the basis for the future of secure edge
networks, making connected systems safer and more
intelligent.
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