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Abstract

The World Financial Infrastructure relies on resilient, high-throughput messaging systems capable of processing mission-
critical messages with minimal tolerance for downtime or data loss. This paper discusses the architectural principles
necessary to support the integration of the distributed enterprise services and the Society for Worldwide Interbank Financial
Telecommunication (SWIFT) network in a resilient and layered way. The proposed architecture comprises six layers: a
channel and member layer; an integration and gateway layer; an enterprise service bus; a guaranteed-delivery
publish/subscribe messaging backbone; a distributed microservices layer providing validation, screening and enrichment
functions; and a core processing and settlement layer, spanned by a cross-cutting resilience and observability layer.
Availability modeling is used to measure reliability, and queueing theory principles of message-broker usage are used to
examine throughput characteristics. Empirical traffic data show that the number of FIN messages on the SWIFT network
grew from about 5.03 billion in 2013 to 7.10 billion in 2017, representing 9% year-on-year growth in the final year of the
period, and the reported operational availability for FIN and SWIFTNet messaging services in 2017 was 99.999%.
Monolithic, service-oriented and microservices-based integration patterns are compared, indicating improvements in fault
isolation and deployment granularity for distributed designs at the cost of higher operational complexity. The findings
support a layered, resilient integration approach capable of absorbing sustained growth in payment-messaging traffic while
maintaining the availability required of mission-critical transaction flows.
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1. Introduction
1.1 Background and Context

The standardized and secure messaging systems that link
thousands of banking and market institutions in over two
hundred countries and territories are essential to cross-
border financial transactions. SWIFT has been the main
cooperative organization for the exchange of structured
financial messages since 1973 and in 2017 it processed
over seven billion FIN messages each year,
demonstrating continuing growth in payments, securities
and treasury volumes. Financial institutions are turning
to service and microservices-based application
architectures, placing the task of integrating a centralized
and standards-based messaging network like SWIFT
with the distributed, loosely coupled enterprise services
at the heart of mission-critical transaction flows.
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1.2 Problem Statement and Objectives

As transaction volume increases, enterprise integration
architectures need to meet several simultaneous
requirements: message integrity, ordered delivery,
compliance with regulatory requirements and continuous
availability, and be capable of horizontal scaling. The
traditional point-to-point interfaces and monolithic
middleware architectures often are characterized by a
singular point of failure and limit the speed of
deployment for new services like sanctions screening or
payment tracking. This paper proposes a layered,
resilient integration model integrating an enterprise
service bus, a guaranteed delivery messaging backbone,
and a distributed microservices layer, investigates the
reliability, throughput and governance properties of the
resulting architecture with quantitative modeling and
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public operational figures as of 2017, and proposes
further work directions.

2. Theoretical Foundations
2.1 Service-Oriented Architecture and Microservices

Service-oriented architecture (SOA) represents a way to
structure the functionality of an application into
independent, reusable services that are loosely coupled
and present an interface through which they exchange
information, usually using a standard protocol. In
banking contexts service-oriented designs have been
correlated with better flexibility in using information
technologies and the re-using shared services across
products. The microservices architecture builds upon this
concept by breaking services into smaller, independently
deployable chunks that have their own data store and
lifecycle, thus lowering the level of coupling while also
raising the number of runtime components across which
it is necessary to coordinate distributed transactions and
monitor and control consistency.

2.2 Message-Oriented Middleware and

Publish/Subscribe Patterns

In message-oriented middleware, the producers and
consumers of financial messages are separated in time
and space, with the information being passed
asynchronously through a durable queue or topic.
Publish/subscribe patterns are an extension of point-to-
point queuing that enables one message to be sent to
many subscribers who wish to receive it, such as a
payment instruction or status update, for things like
payment tracking in real time. In financial messaging
contexts, it is required to guarantee delivery, to
acknowledge transactions, and to sequence messages.
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2.3 Reliability and Fault-Tolerance Modeling

Reliability engineering for service-oriented systems
typically models the probability of successful end-to-end
service completion as a function of the reliability of the
constituent services and of the communication paths
between them. Some of the key fault-tolerance
techniques that can be applied to distributed financial
messaging are: active-active clustering, synchronous and
asynchronous data replication between geographically
separate sites, circuit breakers to isolate and protect
against failing downstream dependencies, and
idempotent message processing, which allows for the
safe re-transmission of messages after transient failure.

3. Proposed Enterprise Integration Architecture
3.1 Layered Architecture Overview

Figure 1 illustrates the six-layer integration model, which
connects member front-end systems to core settlement
infrastructure. The channel and member layer provides
connectivity via SWIFTNet Link and Alliance Access
gateways. The integration and gateway functions act as a
protocol adapter/translator between legacy MT-format
messages and newer ISO 20022-based MX-format
messages. The messaging backbone layer is responsible
for the guaranteed delivery publish subscribe transport.
The distributed microservices layer performs validation,
sanctions screening, routing and enrichment. The core
processing and settlement layer connects to FIN and
InterAct services and to real-time gross settlement and
central securities depository systems. The resilience and
observability layer spans all preceding layers, providing
clustering, replication and monitoring functions.

Application
(Microservices)

Figure 1. Layered Enterprise Integration Architecture for SWIFT-Based Transaction Flows. (RedHat, 2019)
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3.2 Component Responsibilities

Each layer is designed to scale independently. The
gateway layer is normally an active-active pair per data
center, and the microservices layer is deployed using
containers so that the scaling of a single microservice,
like sanctions screening, does not affect the availability
of other services. The messaging backbone is the master
repository for in-flight transactions, and all messages
remain in the system until a positive acknowledgment of
downstream processing is received.

3.3 Transaction Lifecycle

The typical transaction life cycle starts with a payment
instruction received from a member institution via its
SWIFTNet Link connection. The gateway layer ensures
that the message conforms to the corresponding category
and format standard. The messaging backbone is a
durable store of the instructions and a publisher to
subscribed microservices for sanctions screening and
enrichment. On successful screening, the instruction is
routed to the core processing layer for settlement, and
status updates are published back to the originating and
beneficiary institutions, as per the end-to-end tracking
goals of the SWIFT global payments innovation (gpi)
service, introduced in January 2017.

4. Reliability and Availability Engineering
4.1 Availability Model

Service availability, A, can be defined as A = MTBF /
(MTBF + MTTR), where MTBF is the mean time
between failures, and MTTR is the mean time to repair.
An availability of 99.999% (or “five nines”) equates to a
total of about 5.26 minutes of downtime in a full calendar
year, which would be (1 — 0.99999) x 525,600 minutes.
The operation statistics reported for both the FIN and the
SWIFTNet messaging services were 99.999%
availability, well above the 99.9% contractual
availability range typical of critical financial-market
infrastructure services, as shown in Figure 2 and
summarized in Table 5.
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Service Availability: Target vs. Achieved
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Figure 2. Service Availability: Target versus
Achieved Performance (2017).

4.2 Fault-Tolerance Mechanisms

Table 1 summarizes fault-tolerance mechanisms that
could be applied to each architectural layer, as well as
representative recovery objectives. The architecture
ensures that the loss of an entire processing site can be
handled and continues to meet recovery-time and
recovery-point  objectives often mandated for
systemically important payment systems through the use
of layered redundancy, which includes dual data-center
deployment, synchronous replication across a metro
region, and asynchronous replication to a distant
recovery site.

Table 1

Fault-Tolerance Mechanisms by Architectural Layer

Channel/Me | Active-active RTO < 30
mber gateway pairing seconds

Integration/G | Protocol-level Isolate failing
ateway circuit breakers adapters

Messaging
Backbone

Synchronous intra- | Zero message
region replication | loss (RPO = 0)

Microservice | Idempotent Safe duplicate
s processing,  retry | handling
with backoff
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Core Dual  data-center | RTO < 2

Processing clustering minutes

Resilience/O | Cross-site RPO < 5

bservability | asynchronous minutes
replication

Note. RTO = recovery time objective; RPO = recovery
point objective.

5. Performance and Scalability Evaluation
5.1 Queueing Theory and Throughput

Little's Law gives a basic equation to use for capacity
planning in the "messaging backbone": L =AW where L
is the average number of messages that are in the system,
A is the rate at which messages arrive, and W is the
average time a message spends in the system. The queue
depth and latency grow in a highly nonlinear fashion
when the utilization of the brokers, p, approaches unity
as shown in Figure 3 for an idealized single-server
(M/M/1) queueing model. A practical design objective is
therefore to size the messaging backbone for sustained
utilization below approximately 70%, leaving sufficient
headroom to absorb peak-day traffic surges without
incurring a disproportionate latency penalty.

Broker Utilization vs. Queue Depth (M/M/1 Model)
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Figure 3. Effect of Broker Utilization on Queue Depth
(Illustrative M/M/1 Model).

5.2 Comparative Architectural Benchmarks

Table 2 presents an indicative comparison of different
operational properties of the monolithic, service-
oriented, and microservices-based integration patterns
based on concepts from the software-engineering field of
enterprise architecture evolution. Distributed, loosely
coupled designs are associated with smaller independent

IJRITCC | May 2020, Available @ http://www.ijritcc.org

deployment units and greater fault isolation, but also with
higher operational complexity in coordinating
distributed transactions and achieving end-to-end
observability across a larger number of runtime
components.

Table 2
Comparative  Characteristics of Integration
Architecture Styles
Deployment Whole Coarse- Fine-
unit granularity | applicatio | grained grained
n service service

Typical  fault | Low
isolation

Moderate | High

Independent Low
scalability

Moderate | High

Operational/mo | Low Moderate | High

nitoring

complexity

Typical Weeks to | Weekly Daily
deployment months

frequency

Note. Characterizations are indicative and synthesized
from Erl (2005), Newman (2015) and Hohpe and Woolf
(2004); they are not the result of controlled
measurement.

6. Empirical Traffic Profile of the SWIFT Network,
2013-2017

As payments traffic increased by about 10% or more in
the last year of the period, the number of annual FIN
messages on the SWIFT network is projected to grow
from around 5.03 billion in 2013 to 7.1 billion in 2017,
as reported in Table 3 and Figure 4. The average of FIN
traffic for the day in 2017 was 28.14 million, a 8%
increase from 30.4 million recorded in 2016, and a new
single-day peak of 32.84 million messages on 30
November 2017, as shown in Figure 5. InterAct traffic
related to securities settlement increased by over 86% in
2017, making up more than 50% of all FIN traffic, due
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in part to the migration of central securities depositories
to the Target2-Securities platform, which was
implemented using a value-added network solution.

Table 3
SWIFT Annual FIN Message Traffic, 2013-2017

2013 5.03 =
2014 5.55 10.3
2015 6.00 8.1
2016 6.51 8.5
2017 7.10 9.0

Note. Data from SWIFT (2018a, 2018b). Growth for
2013 is not reported as 2012 is outside the study period.
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Figure 4. Growth of SWIFT FIN Message Traffic,
2013-2017.

Average vs. Peak Daily FIN Traffic

mmm Average Daily Messages (M)
mmm Feak Daily Messages (M)

30.4

w
o

28.1

Messages (Millions)
= N N
w o ]

-
)

]

2016 2017

Figure 5. Average versus Peak Daily FIN Traffic,
2016-2017.
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7. Governance,
Considerations

Security, and Regulatory

Systemically important payment and messaging
infrastructure is subject to oversight using the
international  principles  for  financial = market
infrastructures, which set expectations for governance,
credit and liquidity risk management, operational
resilience and settlement finality. In the proposed
architecture, the sanctions screening function within the
microservices layer supports compliance with financial-
crime prevention requirements applicable to cross-
border payment instructions, while the resilience and
observability layer supports the audit, logging and
incident-reporting expectations associated with such
oversight. SWIFT launched its Customer Security
Programme in response to a series of publicised fraud
cases involving member institutions. The programme
requires participating institutions to attest compliance
with a defined set of mandatory security controls for the
local infrastructure that interfaces with the SWIFT
network.

8. Discussion: Adoption Trends and Forward
Outlook

Table 4 summarizes adoption indicators from the first
year of SWIFT's global payments innovation initiative.
The service, launched in January 2017, had by the end of
that year expanded to approximately one hundred
country corridors and accounted for nearly 10% of the
cross-border payment instructions carried on the
network, while adoption on the United States—China
corridor had reached approximately 25% of corridor
traffic. The cooperative's five-year strategic plan,
SWIFT2020, called for continued investment in the
security, reliability and scalability of the core messaging
platform, as well as the development of additional value-
added services built upon the FIN platform. For
enterprise  integration  architectures  connecting
distributed services to the SWIFT backbone, capacity
planning should therefore accommodate sustained high
single-digit growth in total FIN volume, and double-digit
growth in the payments segment specifically, without
compromising the five-nines availability the network has
achieved.
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Table 4
SWIFT gpi Adoption Indicators, 2017

Launch date January 2017

Country corridors live =~ 100

Share of cross-border | = 10%
payment instructions

US—China corridor gpi | =25%
share

FIN/SWIFTNet 99.999%
availability during rollout

Note. gpi = global payments innovation. Data from
SWIFT (2018a).

9. Conclusion

This paper has introduced an integrated model for the
SWIFT financial messaging network that is layered,
resilient, and provides a way to integrate the distributed
microservices that enable validation, screening and
enrichment services for mission-critical transaction
flows. Reliability was assessed using an availability
model calibrated against reported FIN and SWIFTNet
performance for 2017, and throughput characteristics
were examined using queueing-theory principles and the
concept of sustainable broker utilization. Traffic data for
the five-year period 2013-2017 show a sustained and
consistent increase in message volume, reinforcing the
need for horizontally scalable and fault-tolerant
integration designs. The continued evolution of the
architecture is likely to be driven by further acceptance
of the widely used ISO 20022 messaging formats,
increased real-time payment-tracking services and
continued investment in the security and operational
resilience of infrastructure deemed systemically
important to the global financial system.
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