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Abstract— Vehicle ad hoc networks are a crucial component of the next Intelligent Transportation System created to build a reliable and secure 

connection between various network components to establish a safe and effective transportation network. Because of open nature of VANETs 

become vulnerable to numerous assaults such forgery, Denial-of-Service (DoS), and false reports, which can ultimately cause traffic jams or 

accidents The earlier study concentrated on misbehaving vehicles rather than RSUs. Proposed method integrates data from two subsequent 

BSMs for testing and training by employing machine learning (ML) methods. The framework merges the data from two BSMs in the right 

manner and utilizes machine learning/Deep learning methodology which identify the running vehicle as a legal or hostile one. 

Keywords- Vehicular ad hoc network(VANET), Smart transportation System(STS), Bi-GRU,Intrusion detection system(IDS), Misbehaviour 

Detection System(MVDS),Machine Learning, Deep Learning. 

 

I.  INTRODUCTION  

In today’s scenario road accidents are major reason of 

rising mortality rate for the people of age from 5 to 30 years. As 

per the survey of World Health Organization's (WHO), the 

report generated in 2018 Global Status Report on Road Safety 

[1]. Vehicular communication [2] are a crucial component of 

the futuristics Smart Transportation System [3] created to build 

a reliable and secure connection between various network 

components to establish a safe and effective transportation 

network. Vehicle to vehicle and vehicle to infrastructure 

communication are made possible via the Vehicular 

infrastructure (also known as VANET), a form of Mobile ad hoc 

network (MANET) [4]. Vehicle communication has become 

more prevalent thanks to telecommunications advancements 

such as the use of high-definition mapping, intelligent 

transportation systems, autonomous driving, and coordinated 

driving [5]. While doing so, it also draws attention to the key 

traits of VANETs, such as self-operated, decentralized 

infrastructure where each vehicle coming and leaving the range 

are responsible for communication, and one of the most 

dynamic topologies [6]. When compared to traditional 

networks, these communication features provide significant 

problems and distinctions in terms of security and safety 

requirements [7, 8].  

Exchange of messages are mainly navigation 

messages, and event-oriented communications, are hardly ever 

encrypted in automotive communication networks [9]. Because 

of this, the open nature of VANETs makes them vulnerable to 

numerous assaults such forgery, Denial-of-Service (DoS), and 

false reports, which can ultimately cause traffic jams or 

accidents [10-12]. Drivers are really put at risk since malicious 

groups may also monitor participants' messages and identity. 

Therefore, malevolent vehicles for VANETs should be tracked 

down and punished in the case of any misbehavior [13, 14] from 

the perspective of maintaining security. Traditional prediction-

based protocols have been developed for a variety of specialized 

applications, including routing, traffic control, safety, and 

others. To improve performance, Machine Learning (ML) 

technique for further data analytics, has been encouraged. By 

examining the data flow in the VANET system, various 

machine learning algorithms reveal these issues. At various 

VANET components, numerous types of data are produced. 

Road Side installed Devices, Various Vehicles, and the Central 

communication authority, all have access to data such as the 

specifics of nearby vehicles in the range, routing information, 

congestion-related information, weather-related information, 

and any information related with communication among 

vehicular infrastructure. Due to the dynamic nature of VANET, 

this tremendous volume of data is constantly generated. Various 
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Machine learning methodology can be chained with Vehicular 

technology which yields efficient results and help in improved 

road trip and can avoid accidents [15]. Machine learning is a 

clever technology that can handle these tasks well, as shown in 

a very broad range of applications [16]. The real-world 

characteristics of VANET's technological and societal features 

make it susceptible to hackers. Intra-vehicular and Inter-

vehicular attacks on vehicular systems can both occur. Intra-

vehicular attacks concentrate on connecting equipment inside a 

vehicle, as opposed to inter-vehicle assaults, which try to 

disrupt communication between vehicles and infrastructure 

[17]. 

II. LITERATURE SURVEY 

Several researches had carried out for misbehavior detection in 

VANET using machine learning.  

Some of the researches have been analyzed in the following 

literature survey. Hind Bangui et al. [25] suggested a new 

machine learning model that uses Random Forest and posterior 

detection based on coresets to boost detection efficiency and 

improve detection accuracy in order to enhance IDS 

performance. The model uses an unsupervised clustering 

approach based on coresets to filter out unknown attacks and 

has incorporated the random forest as a classifier to identify 

well-known attacks. 

Aekta Sharma and Arunita Jaekel [18] proposed a brand-new 

machine learning-based method for categorizing position 

falsification attacks in VANET. By implementing the 

misbehavior detection mechanism in the RSUs, which can 

communicate this information broadly with other RSUs and 

cars, the suggested technique shifts the computational burden 

from vehicles (OBUs). The VeReMi dataset, which only 

includes five particular attack types and does not include all 

position falsification assaults that could be used in VANETs, 

was used to train the proposed models in this study. To operate 

a VANET securely, it is necessary to create robust models that 

can identify unexpected threats as well as inaccurate data in 

other BSM characteristics (such as speed, acceleration, heading, 

etc.). 

Agria Rhamdhan and Fadhil Hidayat [19] suggested a 

defense mechanism to address the concerns with Sybil attack 

detection in VANET related to accuracy, privacy, safety, and 

real-world application. A hybrid system and a trust-based 

approach are the foundation of the defense mechanism. A 

reputation system based on machine learning is used by RSU to 

offer central trust, and message exchange is used to manage 

neighbor trust in a data-centric manner. They intended to put 

the suggested protection mechanism into practice and assess its 

effectiveness and accuracy in identifying the Sybil assault as 

future work. 

Kumar Sharshembiev et al., [20] proposed the detection of 

protocol misbehavior is discussed utilizing cutting-edge 

machine learning frameworks and entropy. In order to detect 

misbehavior in VANETs, they investigated the use of 

opportunistic selective sampling and entropy. A realistic 

WAVE environment simulation was used to show the effects of 

selective sampling versus packet sampling. We anticipate the 

model and metrics will advance, allowing a more precise 

classification of broadcast misbehavior flows when the data 

collected grows larger and approaches some of the other image 

and text machine learning datasets in scale. To accomplish 

unsupervised learning or possibly an active learning framework 

by having the driver provide feedback when the broadcast 

misbehavior is noticed, would like to employ the same Tensor 

Flow framework in future work and are interested in learning 

more about transmission and computational latency, a crucial 

factor in VANET safety applications. 

Pranav Kumar Singh et al., [21] utilized various 

machine learning techniques in the research to identify position 

falsification attacks in VANETs. SVM with normalization 

outperformed logistic regression with or without normalization 

in terms of performance. The choice of features has a significant 

impact on model correctness. Multiple misbehavior modelling 

in VANETs and detection using an ML-based technique can 

both be the subject of future research. Artificial neural networks 

can also be used to evaluate the performance on the dataset, 

even though traditional approaches perform well. 

Ayoub Alsarhan et al. [22] presented a unique method 

for reducing the percentage of VANET packet transmissions 

that are invalid. The suggested system utilizes information from 

both past and present behavior to assess the reliability of both 

data and nodes in order to detect unexpected traffic. Four 

stages—a rule-based security filter, a Dempster-Shafer adder, a 

node's history database, and a Bayesian learner—are used to 

implement a new intrusion detection technique. They intended 

to expand the suggested model in the near future to make use of 

massive data gathered from actual systems. 

Abhilash Sonker and R. K. Gupta [23] proposed that 

VANETs have drawn a lot of attention since they have 

significantly improved driving conditions and road safety. The 

misbehavior in VANETs can be found to determine whether or 

not a node is malevolent. In the study, five distinct algorithms 

are used to identify the five attacks, and the accuracy of each 

approach is assessed independently. The best method that may 

be used on the combined dataset is used in a novel procedure 

for the multiple detection of the attacks. This new method can 

also be used as a generic idea or methodology for the detection 

of malicious nodes. By selecting the optimum method, this 

strategy is ideal for the detection of improper behavior in 

VANETs. The use of hybrid machine learning approaches can 
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be used to advance the work in the study. The deployment of 

various situations and assaults may also be taken into 

consideration in the future for the purpose of detecting 

inappropriate behavior. 

Heena Khanna and Manmohan Sharma [24] proposed 

in this paper, a better security algorithm for VANET. This 

algorithm can handle attacks like DoS, Sybil, and Replay. The 

clusters for the different attacks are created using the Enhanced 

K-Mean method in the proposed work, and the classifier's 

accuracy is tested using a hybrid strategy combining Support 

Vector Machine (SVM) and Feed-forward back propagation. A 

method that addresses more than only DoS, Sybil, and Replay 

assaults is one of the future works that is planned to be 

concentrated. 

Based on the aforementioned studies, some of the problems are 

studied and that are stated below. The VeReMi dataset, only 

includes five particular attack types and in order to operate a 

VANET securely, it is necessary to create robust models that 

can identify unexpected threats as well as inaccurate data in 

other BSM characteristics (such as speed, acceleration, heading, 

etc.). The detection coverage of the detection system should be 

further expanded by including more attacks in the dataset. 

Additionally, the dataset should be parsed to improve the label 

accuracy. Multiple misbehavior modelling in VANETs and 

detection using an ML-based technique can both be the subject 

of future research. Artificial neural networks can also be used 

to evaluate the performance on the dataset, even though 

traditional approaches perform well. The use of hybrid machine 

learning approaches can also be used to advance the work. The 

deployment of various situations and assaults may also be taken 

into consideration in the future for the purpose of detecting 

inappropriate behavior. Hence a more efficient method should 

also be suggested, in order to address the drawbacks. 

A hybrid machine learning technique was put up by Bangui et 

al. [26] to easily carry out thorough intrusion detection in 

VANET. The suggested approach combines coresets-based 

clustering and data categorization. It makes use of coresets to 

reduce overhead in computational time consumption and 

improve IDSs' inference capabilities in VANET. It is still 

having trouble getting excellent detection accuracy, though. 

In order to build a shared trust value for each vehicle on the 

network, Shams et al. [27] presented a full IDS in VANET using 

the combination of modified promiscuous mode for data 

collecting and Support Vector Machine (SVM) for data analysis 

(TSIDS). This procedure makes sure that the source vehicle or 

node, as well as any intermediary network nodes, are aware of 

the activities of their next hop and will react appropriately to 

maintain the highest possible network performance in the event 

of malicious conduct or breakdown. However, it is necessary to 

enhance reliability indicators like Packet delivery ratio and End 

to End Delay. 

III. MOTIVATION 

VANET communication is susceptible to a number of 

threats, therefore message integrity and vehicle authentication 

frequently require cryptographic approaches. However, using 

only cryptographic methods might not be enough to find off 

insider attacks. The earlier work relay on the routine 

transmission of Basic Safety Messages (BSMs) from nearby 

vehicles, which carry crucial status details about a vehicle. The 

method integrates data from two subsequent BSMs for testing 

and training by employing machine learning (ML) methods. 

The framework merges the data from two BSMs in the right 

manner and utilizes machine learning/Deep learning 

methodologies to classify the running vehicular nodes as a legal 

or hostile one.  

The earlier study concentrated on misbehaving vehicles 

rather than RSUs (which serves as the network center in a 

VANET, and monitors it for possible threats). Attacks in RSU is 

not concentrated. One of VANET's most critical and difficult 

goals is network availability which had not been concentrated in 

the work i.e., threatening the RSU availability. Hence, an 

improved model should be proposed to overcome these 

limitations. 

IV. RESULTS  AND DISCUSSION 

TABLE I.  CLASSIFICATION RESULTS OF PROPOSED MODEL FOR 

LOW DENSITY  

Algorithm 

Used 

Accuracy Precision Recall F1 Score 

SVM 100 99.88 100 100 

KNN 99.99 99.89 100 99.80 

 

TABLE II.  CLASSIFICATION RESULTS OF PROPOSED MODEL FOR 

LOW DENSITY  

Algorithm 

Used 

Accuracy Precision Recall F1 Score 

SVM 99.99 99.98 100 99.97 

KNN 100 100 99.70 99.98 

. 

V. PROPOSED METHODOLOGY 

Some of the challenges experienced by the previous work has 

been given above. In order to overcome the above mentioned 

challenges an improved Intrusion Detection System (IDS) that 

runs at RSU, has to be proposed. For this persistence we have 
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proposed, Model for Attack Detection and Classification. We 

specifically focus on detecting and classifying position 

falsification attack, low rate as well as high rate DoS/DDos and 

Sybil attacks on RSUs. Our proposed model does not specify 

any data type and thus it can be used for any type of data. 

A. Implementation steps 

A new model framework is proposed for preprocessing, feature 

selection, detection and classification of the attack.  

• Firstly, the dataset is cleaned or pre-processed by the 

following steps – Filtering out inconsistent values 

(Outliers), One hot encoding etc. The inconsistent 

values (outliers) can affect the learning, leading to 

missed intrusion detection so that the inconsistent 

values can be filtered out by using the Median 

Absolute Deviation Estimator.  

• Next the one-hot encoding technique was used to 

convert the different categorical features such as 

protocol type, service, and flag into numerical values. 

Through the above steps the data has been balanced.  

• Next the key features are chosen by Bi directional 

GRU. 

•  An Intellectual-Focused mechanism is consequently 

included and different weights are assigned to the 

features through max-pooling and average-pooling. It 

is used to preserve key characteristics and increase the 

model's robustness. The results of two pools are 

combined into one. 

•  The next process is testing, which involves feeding the 

test set into the trained model for detection and 

categorization of the attacks by using ResCaps.  

• The great dependence on hyper-parameters, however, 

is a significant problem for deep learning models. 

Under various hyper-parameter configurations, it may 

change drastically. The Orthogonal Array Tuning 

Method (OATM) which is based on a design matrix 

and allowing the user to take into consideration a 

specified subset of combinations of various parameters 

at several levels, is presented in this research as a 

solution to the aforementioned problem.  

• In order to ensure that all potential values for each 

hyper-parameter are taken into account equally, the 

OATM is balanced as well.  

• The OATM can thus achieve a balance between 

minimal tuning time and competitive performance. 

Hence the proposed Framework achieve the high 

accuracy to detect various classes.  

 

 

Figure 1. Flow Diagram of our proposed work, Hybrid BI-GRU and ResCaps: 

An Amalgamated Novel IDS Model for Attack Detection and Classification. 

B. Dataset Used(VeReMi) 

In order to the proposed approach and to do unbiased 

comparison, we decided to use well known VEREMI dataset 

which is labeled dataset and contains 225 simulations and 5 

attacker types, this dataset has wide range of attacker densities 

among that we are considering high range and low range where 

high range density scenario simulates from 108 and 519 

vehicles and generates 21 thousand individual messages. For 

low vehicle density, the simulation consists of 35-39 vehicles, 

which generate more than 1100 individual BSMs. 

Talking about the position falsification attack in 

VEREMI dataset, there are total five attacks are given with 

attack ID 1,2,4,8,16, this dataset is uneven dataset where log 

files are having attacks as well as normal messages. both GPS 

and BSM messages are included in log files which gives ground 

truth. GPS messages gives the position related information 

while BSM messages relates to the information received in V2V 

communication through Dedicated Short-Range 

Communication (DSRC). 

For classification problems Precision, Recall and F1 

score are considered one of the established performance 

calculators. Where True positive (TP), True Negative (TN), 

False positive (FP) and False negative (FN) will be classified 

for attack type 1 and 2. Highest Value 1 indicate attack done 

and Lowest value 0 indicate normal log. 
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Figure 2. Attack detection and evaluation metrics 

C. Classifier used 

 Supervised classification algorithm such as KNN and SVM 

which are having high accuracy in binary classification are used 

here. 

D. Attack Detection Framework 

The vehicular ad hoc network is decentralized architecture 

which is connected with central authority forming hybrid 

communication. Here central Authority update the shared 

database in periodic time. Below diagram shows V2X 

communication which include vehicle to Vehicle and Vehicle 

to RSU communication and Central authority interaction is also 

shown here. The diagram explained about attack detection 

framework. 

Figure 3.  Shows Attack Detection framework of Vehicular Ad Hoc Network 

CONCLUSION AND FUTURE PLAN 

In this paper, IDS approach to detect position 

falsification attack in VEREMI dataset is being evaluated 

through KNN and SVM classifier which shows improved result. 

Here Proposed scheme consider only 2 attack type which can 

be extended to all position falsification attack of the dataset. We 

can further extend the work by using our own dataset and 

Hybrid Bi-GRU and OATM method will be impactfully 

removes outlier which molds the work into Deep learning 

approach. 
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