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Abstract: With the increasing prevalence of Smart Grid Cyber Physical Systems with Advanced Metering Infrastructure (SG CPS AMI),
securing their internal components has become one of the paramount concerns. Traditional security mechanisms have proven to be insufficient
in defending against sophisticated attacks. Bioinspired security and privacy models have emerged as promising solutions due to their stochastic
solutions. This paper proposes a novel bio-inspired security and privacy model for SG CPS AMI that utilizes machine learning to strengthen
their security levels. The proposed model is inspired by the hybrid Grey Wolf Teacher Learner based Optimizer (GWTLbO) Method’s ability
to detect and respond to threats in real-time deployments. The GWTLbO Model also ensures higher privacy by selecting optimal methods
between k-privacy, t-closeness & I-diversity depending upon contextual requirements. This study improves system accuracy and efficiency
under diverse attacks using machine learning techniques. The method uses supervised learning to teach the model to recognize known attack
trends and uncontrolled learning to spot unknown attacks. Our model was tested using real-time loT device data samples. The model identified
Zero-Day Attacks, Meter Bypass, Flash Image Manipulation, and Buffer-level attacks. The proposed model detects and responds to attacks
with high accuracy and low false-positive rates. In real-time operations, the proposed model can handle huge volumes of data efficiently. The
bioinspired security and privacy model secures CPS efficiently and is scalable for various cases. Machine learning techniques can improve the
security and secrecy of these systems and revolutionize defense against different attacks.
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in light of the increasingly sophisticated attacks that can be
launched against these systems, they are no longer adequate as
a line of defence. As a direct result of this, new approaches have
emerged, such as models of security and privacy that are bio-
inspired and provide stochastic solutions [7, 8, 9] via use of
Physically Unclonable Functions (PuFs).

1. INTRODUCTION

Because cyber-Physical systems are becoming more and more
pervasive in our everyday lives, concerns regarding their
privacy and security have become increasingly important for
real-time scenarios via Privacy-aware Reconfigurable Secure-
Firmware Updating Framework (PRSUF) [1, 2, 3]. These
systems, which combine the real and virtual worlds, have been
implemented in a variety of fields, including healthcare,
transportation, and energy production levels [4, 5, 6]. Because
of the critical nature of these systems, cybercriminals are likely
to target them under different attacks. As a result, it is
imperative that robust security and privacy mechanisms be
developed in order to protect these systems.

Models of security and privacy that are bio-inspired are an
innovative approach to cybersecurity that draws inspiration
from the ways in which nature detects and responds to threats.
Bio-inspired security and privacy models [10, 11, 12]. These
types of models draw a significant amount of motivation from
the body's immune system. It is a complicated biological system
that monitors the body for the presence of foreign pathogens
and mounts an appropriate defense against them in different
scenarios. Several applications, such as intrusion detection
systems, malware detection, and spam filtering, have used
privacy and security models inspired by biological systems [13,
14, 15].

Smart Grid Cyber Physical Systems with Advanced Metering
Infrastructure (SG CPS AMI) have been protected with the help
of conventional security mechanisms such as firewalls,
intrusion detection systems, and antivirus software. However,
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Integrating bio-inspired security and privacy models with
secure data storage technology has demonstrated a great deal of
promise in the context of protecting cyber-physical systems [16,
17, 18]. While bio-inspired security and privacy models employ
machine learning algorithms to improve the detection and
response of cyber-attacks, secure data storage technology offers
a decentralized and immutable method of storing data, which
enhances both security and privacy levels [19, 20].

In this paper, we propose a novel bio-inspired security and
privacy model for cyber-physical systems. To improve the
model's overall efficacy, it makes use of secure data storage that
is powered by machine learning. The ability of the immune
system to recognize and react to dangers in the present moment
has served as an inspiration for our model. We make use of
secure data storage technology to store and exchange data in a
secure manner, and at the same time, we employ machine
learning algorithms to enhance the accuracy and productivity of
the model under real-time scenarios.

The model that we have proposed is intended to protect cyber-
physical systems from being attacked by hackers in real time by
detecting threats and providing a response to them. In order to
train the model to recognize both known and unknown attack
patterns, we make use of supervised learning algorithms as well
as unsupervised learning algorithms. In addition, our model
makes use of the distributed ledger technology known as secure
data storage in order to safely store data and distribute it to the
various parts of the system.

To determine how useful our proposed model is, we carried out
a comprehensive set of experiments using a dataset of cyber-
attacks. The results of these tests will help us determine how
useful our model is. According to the findings of our research,
the model that was proposed is capable of achieving a high level
of accuracy when it comes to detecting and responding to
attacks while also maintaining a low rate of false positives. In
addition to this, our model is very effective, and it can handle
the processing of a significant amount of data in real-time
scenarios.

In the following section, we will discuss the relevant research
in bio-inspired security and privacy models, as well as secure
data storage technology. In Section 3, we will describe our
proposed model in detail, including the architecture as well as
the various components that will be used to increase its level of
privacy and security. In Section 4, we describe the methodology
used in the experiment as well as the findings. In the final
section of the paper, Section 5, we summarise the paper's
findings and discuss potential future recommendations for
research in this field for different scenarios.

IJRITCC | October 2023, Available @ http://www.ijritcc.org

A. Discussion on the use of GWTLbO Model

The proposed bio-inspired security and privacy paradigm for
Smart Grid Cyber Physical Systems with Advanced Metering
Infrastructure (SG CPS AMI) employs the GWTLbO (Grey
Wolf Teacher Learner based Optimizer) technique. Because of
its capacity to identify and respond to threats in real-time
deployments, the GWTLbO method is used to defend CPS
systems against complex attacks. The GWTLbO approach
offers the following advantages over existing methods:

Randomized Optimal Control Since it is founded on stochastic
optimization techniques, the GWTLbO method can manage
dynamic and complex optimization problems. In the context of
CPS security and privacy, where threats and attacks may vary
and evolve rapidly, the ability to adapt and respond in real-time
is essential. Due to its stochastic nature, GWTLbO is able to
overcome these obstacles effectively.

GWTLbO combines the benefits of the Grey Wolf Optimizer
(GWO) and Teacher Learner based Optimizer (TLO)
algorithms. The foraging practices of Grey Wolves influence
GWO, which achieves a decent equilibrium between
exploitation and exploration. In contrast, TLO replicates the
teaching-learning process and demonstrates rapid convergence.
By combining these two methods, GWTLbO capitalizes on
their complementary advantages and enhances optimization
performance.

Real-Time Threat Detection: One of the primary advantages of
the GWTLbO method is its ability to detect and respond to
threats in real-time. This is essential in CPS settings where
prompt action is required to prevent potential assaults. The
GWTLbO model can perpetually monitor the system, analyze
incoming data, and rapidly identify any anomalous activity or
potential intrusions, allowing for prompt protection.

Contextual Privacy: The GWTLbO model takes contextual
privacy requirements into account. It selects k-privacy, t-
closeness, and I-diversity as the optimal privacy approaches
based on the requirements of the CPS system. This adaptive
technique enhances privacy protection by ensuring higher
privacy levels while taking into account the system's specific
characteristics and needs.

Utilizing computer intelligence, The GWTLbO model employs
machine learning methods to enhance system performance and
security. Using supervised learning, the model is taught to
recognize well-known attack tendencies, enabling proactive
detection and defence. Uncontrolled knowledge is also used to
identify unidentified assaults, allowing for the identification of
new threats. In the proposed model, GWTLbO and machine
learning are combined to improve detection and response
accuracy and efficiency.
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GWTLDO's advantages include real-time threat identification,
adaptability to dynamic situations, contextual privacy
protection, and integration with machine learning techniques.
These benefits of the proposed bio-inspired model make it a
viable option for enhancing the security and confidentiality of
CPS systems.

The bio-inspired model includes contextual privacy
preservation techniques such as k-privacy, t-closeness, and |-
diversity. By selecting the most effective privacy techniques
based on specific requirements, the model may enhance the
privacy protection of CPS systems. This is especially crucial
given that CPS systems frequently manage sensitive
information such as personal data and energy use trends.
Personal information can be protected by assuring higher levels
of privacy, nurturing trust in CPS technology, and furthering
society by defending privacy rights.

In conclusion, the implementation of the bioinspired security
and privacy model using the GWTLbO method could result in
enhanced cybersecurity, privacy protection, increased energy
efficiency, dependable smart grid infrastructure, and
technological advancement. These social benefits contribute to
more stable, secure, and sustainable society scenarios.

. REVIEW OF SECURITY MODELS FOR
SECURING CYBER PHYSICAL
DEPLOYMENTS

The next iteration of interconnected systems that combine the
physical and digital worlds is known as "cyber-physical
systems" (CPS) [21, 22, 23]. Security of the model can be
enhanced via use of Differential Privacy-enabled AMI with
Federated Learning (DP-AMI-FL) techniques. To increase
effectiveness and performance, these methods are used in a
variety of sectors, including healthcare, transit, and industry.
CPS, however, faces significant difficulties with security and
privacy issues because they are susceptible to cyberattacks that
could jeopardize their usefulness and security levels [24, 25,
26]. To handle these issues, a number of security and private
approaches have been put forth for different use cases. The goal
of this survey of the literature is to give a summary of the most
important security and privacy frameworks for CPS [27, 28,
29].

Cyber-Physical System Threat Modeling: This model suggests
a way for locating and reducing security risks in CPS. The
model recommends remedies to minimize possible dangers and
weaknesses in the system using an organized strategy. The
danger model, risk analysis, and countermeasure selection are
all included in the model sets [30, 31, 32].

Cyber-Physical System Security Structure: This paradigm
suggests a structure to handle the security issues in CPS.
Security goals, security needs, security defenses, and security
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guarantees are all part of the structure. To recognize and reduce
security risks, the model also contains a security research
approach for different use cases. Cyber-Physical Systems
Privacy Preservation Structure: This paradigm suggests a
structure for CPS privacy protection. The structure consists of
privacy objectives, privacy standards, privacy protections, and
privacy guarantees [33, 34, 35]. To recognize and reduce
privacy risks, the model also contains a set of privacy research
techniques.

Using confidence as the foundation for security, this model
suggests a trust-based security framework for cyber-physical
systems. A trust model, a confidence assessment, and trust-
based security methods are all included in the model. In order
to handle the confidence connections between the system's
components, the paradigm also contains a set of trust
management systems [36].

For CPS, this paradigm suggests a safe data administration
system. The paradigm contains data security standards, data
access management, data protection, data accuracy, and data
availability. A structure for safe data administration is also
included in the plans. Cyber-physical system security and
anonymity are crucial issues. The methods covered in this
literature analysis offer a methodical means of addressing these
issues. Some of the most pertinent models in this area include
threat modeling, security frameworks, privacy protection
frameworks, trust-based security models, and safe data
management models [37, 38]. These algorithms can be used to
improve the security and anonymity of CPS. To create better
security and private frameworks for CPS, additional study is
necessary for real-time deployments.

1. PROPOSED DESIGN OF AN EFFICIENT
BIOINSPIRED SECURITY & PRIVACY
MODEL FOR CYBER PHYSICAL SYSTEM
VIA MACHINE LEARNING

From the review of existing security & privacy models for CPS,
it can be observed that traditional security mechanisms have
proven insufficient to defend against hybrid attacks. In
response, bio-inspired security and privacy models have
emerged as a promising solution due to their stochastic
solutions. In this section, design of an efficient & novel bio-
inspired security and privacy model for SG CPS AMI is
discussed for different scenarios. The model utilizes machine
learning to strengthen their security levels. As per the flow of
model in figure 1, it can be observed that the proposed model is
inspired by the hybrid Grey Wolf Teacher Learner based
Optimizer (GWTLbO) Method’s ability to detect and respond
to threats in real-time deployments. To ensure higher privacy
levels, the proposed model employs an extended version of
GWO-based approach to optimize network parameter sets. This
paper leverages these machine learning algorithms to improve
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the accuracy and efficiency of the system under heterogeneous
attacks. Specifically, the system utilizes a supervised learning
algorithm to train the model to recognize known attack patterns
and an unsupervised learning algorithm to detect new and
unknown attacks. The deployed model assisted in identifying
Zero-Day Attacks, Meter Bypass, Flash Image Manipulation,
and Buffer-level attacks. As per the flow of the model, it can be
observed that the proposed model initially collects Grid
Parameter Sets (GPS), Attack Access Patterns, and Non-Attack
Access Patterns for temporal input sets. These patterns are
formed using IP address of accessing clients, packet sizes,
timestamps of packets, ID
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Figure 1. Design of the bioinspired model for identification of network attacks
with privacy preservation operations

of accessed resources, packet delivery performance, throughput
performance, and their respective attack tags. Using these
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patterns, a Recurring Request (RR) Metric is evaluated via
equation 1,

O (N
RRy = =52 (1)
R

Where, Npis the count of total requests, while T, is the
timestamp for these requests. Similarly, the average packet size
(Sqp) is calculated via equation 2,

N

x
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Sap =

=
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Where, S,, is size of individually communicated packets. Along
with these metrics, average jitter for different requesting IPs
(Gg;) is calculated via equation 3,

NR—1|R

5 — R,
Gaj - Zl.—]. a1|

Ait+1

Ng
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Where, R, represents address of the resource which is accessed
by individual IPs. Similarly, packet communication jitter (P,;)
is estimated via equation 4,

Nr—-1

L | S. =y
ch =Zl—1 | p p1|

i+1

Ng

(4

Similarly, the average throughput & throughput jitter is
estimated via equations 5 & 6 as follows,
N
ST,
T,= ) —..(5
£ N
i=1
Where, T, represents packet throughput for the current set of
requests.

Nrp-1

Lo Bl
Taj =3 Z | Di NRP1+1| (6)
i=1

The average packet delivery and its jitter components are
estimated via equations 7 & 8 as follows,

NR
O PDR,,
PDR, = ) — (D)
i1
Nr-1
< |PDR,,— PDR,_, |
PDR,; = Z L il gy
£, Ny
i=

Where, PDR,, represents the packet delivery ratio for individual
requests. A fusion of these parameters is done to form a Cyber
Physical Feature Vector (CPFV), which is augmented via a
multidomain feature extraction process. This is done via
extraction of multidomain value sets, including Frequency
components, which are evaluated via equation 9,
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Where, N(CPFV)represents the total number of features
present in the CPFV array, while x represents their individual
value sets. The multidomain components also include entropy
features, which are estimated using Discrete Cosine Transform
(DCT) via equation 10,

1
DCT = ————
2+ N(CPFV)
N(CPFV)

cY

j=1
V=1+xQ2*i+1)=*m
* cos[ 2% N(CPFV) ]...(10)

Similarly, Convolutional Features are extracted via equation 11
as follows,

m+ 2a

m
2
Convyy, = Z x(i—a)* LReLU(

a_m
-z

) (11)

Where, m & aare dimensions of different windows & strides,
and LReLU is an activation function that is based on Leaky
Rectilinear Unit operations. These operations are used to

Ny

Cour = SoftMax Zfl *w; +b; |...(14)

i=1

The model is continuously trained with different variance
thresholds, which are estimated by a Grey Wolf Teacher
Learner based Optimizer (GWTLbO) process, which works as
follows,

e A set of NT Teachers are stochastically generated via
equation 15,

Nf = STOCH(LT * Nspv, Nspv) e (15)

Where, STOCHis a stochastic process used for the generation of
different number sets.

e The selected features are given to CNN, and its
classification metrics are estimated to calculate Teacher
fitness via equation 16 as follows,

NS
A+P+R
f= Z . (16)
i=1
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convert negative features into positive values via equation 12,
as follows,

LReLU(x) =1, *x,when x < 0,else LReLU(x) = x ...(12)

Where, [,represents an activation constant, which converts
negative number sets into positive feature value sets. Each of
these features is fused to others to create a Super Feature Vector
(SFV), which is then passed to a 1D convolutional neural
network (CNN) based categorization process. A Fully
Connected Neural Network (FCNN) is used to categorize the
end feature sets, which aids in detecting grid assaults. For
further enhancement of features, the SFV is provided to
equation 11 with window widths ranging from 1x64 to 1x512
and neural steps of 1x3 for different use cases. After the
enhanced feature sets have been processed by a Max Pooling
layer, the threshold of variance is estimated using equation 13
as follows,

2
Ng Nf xj
<zi:1(xi—zj:1,v—’f) )
Ny +1

Vep = Tpy * ..(13)
Where, T,represents a tuneable variance parameter and is
calculated via the GWO optimization process.

The FCNN is used to categorize attacks based on features with
variances greater than v, for different use cases. Equation 14
shows how this is accomplished through the use of an effective
feedforward backpropagation based Neural Network method to
adjust feature-level weights (w) and biases (b).

Where, N,represents total collected samples, while 4, P & Rare
the testing accuracy, precision & recall levels for the
classification process.

e  After generation of NT Teachers, an iteration threshold is
calculated via equation 17,

NT
i=1 fi * LT

fen = NT

~(17)

Where LT represents a learning threshold for the Teacher-
Learner process.

e  Teacher particles withf < f;,are marked as ‘Students’, and
f = fin are marked as ‘Teachers’

e In each iteration, all ‘Student’ particles are selected, and
their configuration is updated from ‘Teacher’ particles via
equation 18 as follows,

C(New) = C(0ld) U C(STOCH(1,T)) ...(18)

Where, Cis the configuration of different set of particles.

e After iterating the process for NI learning Iterations, Grey
Wolf Features are estimated via equation 19 as follows,
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f(GWo) = U C(Teacher) ...(19)

e This process is repeated for NW Wolves, and a Wolf
configuration is stochastically selected via equation 20,
C(Wolf) = STOCH(L,,, 1) ... (20)

e The tuning factor is modified based on the value of
C(Wolf") viaequation 21, and Wolf fitness is estimated via

equation 22,
B C(Wolf)
P Max(C(Wolf)) - (21
(502 (5 - 52525
fu=T,* - (22)

Np(T) + 1

Where, N¢(T)are the features generated by different Teacher
solutions.

e A set of NW such Wolves are generated, and then their
fitness threshold is calculated via equation 23,

NW
z LW; 23
= *
fon = D fo* g+ 2
i=

Where, LW; represents learning rate for individual Wolf sets.

e  Using this threshold, all Wolves are re-iterated and marked
as per the following conditions,
o For Wolves with,fw > 2 * f;;,, mark them as ‘Alpha’
Wolves
o For Wolves withfw > f;,, mark them as ‘Beta’ Wolves,
and modify their learning rate via equation 24,
LW (Alpha)
Max(LW) °
o For Wolves with fw < 2 * f;;,, mark them as ‘Gamma’
Wolves, and modify their learning rate via equation 25,
LW (Beta)
Max(LW)
o Mark all other Wolves as ‘Delta’, and modify their
learning rate via equation 26,
LW (Delta)
Max(LW) °
e This process is repeated for NI different Iterations, and
Wolf configurations are continuously updated for each set
of Iterations.

LW =LW + . (24)

LW = LW + . (25)

LW = LW + . (26)

Once all Iterations are complete, then new tuning factor is
calculated via equation 27,
_ T,(01d) + T4 c(Wolf),

i=1
Ty (New) = N(Alpha) + 1

~(27)
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This new estimate for T, is applied on raw data sets to see if it
helps you pull out more information sets. Every time a new IP
address is added, the procedure is replicated, and the accuracy
of the algorithm is improved. Once the model has been adjusted
to a high degree of accuracy, it can be used to analyze and
regulate fresh IP queries. The 1D CNN method categorizes
these queries into various attack categories, aiding in the
detection of Zero-Day Attacks, Meter Bypass Attacks, Flash
Image Manipulation Attacks, and Buffer-level Attacks.

The model is further extended via use of an extended GWTLbO,
which assists in preserving privacy under real-time data access
scenarios. Privacy is preserved via selection of optimal selected
node nodes for different adding data operations. This is done
via the following process,

e Inthe deployed network, a set of NSelected node nodes are
stochastically selected via equation 28,

N = STOCH(LR * NM,NM) ... (28)

Where, LR & NM represents learning rate of the extended GWO
process, and total number of available selected nodes for
addition of blocks.

e Dummy data is added to the storage, and based on these
selected nodes, and a Wolf Fitness is calculated via
equation 29,

N
fh:E:& (29)
LiME; » THR;x N ™

i=

Where, D, E, ME & THR represents the delay needed for adding
data, energy needed for adding data, efficiency of adding data,
and throughput during the data addition process. These
parameters are estimated via equations 30, 31, 32, and 33 as
follows,

D= tScomplete = tSstart - (30)

E = esare — €complete - 31)

Mg =M (3
= (32)

BM

Where, ts &e represent timestamp and residual energy levels,
while BM & TB represents total number of data added and total
data samples given for the adding data process.

e Based on this evaluation, a set of NH different Wolves are
generated, and their fitness threshold is estimated via
equation 34,

1 NH
fin = WZ Fhy * LR ... (34)
i=
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e Wolves with fh < f;;, are passed to the next iteration,
while Wolf with minimum fitness is marked as ‘Matriarch’
or ‘Alpha’Wolf, and is used to update other Wolf
configurations via equation 35,

HC(New) = HC(0ld) U STOCH(HC (Matriarch)) ...(35)

Where, HC represents configuration of different Wolves, which
contains indices of selected node nodes.

e Using this new configuration, Wolves are re-evaluated in
the next set of iterations.

Once all NI lterations are completed, then selected node nodes
selected by the ‘Matriarch’ Wolf are used for adding new
datasets & samples. Parts of storage are present only with this
set of selected node nodes, which assists in inclusion of
stochastic privacy under different attacks. Data stored on these
storage units is secured via Elliptic Curve Cryptography (ECC),
and is tagged with different packet numbers, which assist while
fetching the data for different scenarios. Due to these
operations, the proposed model is able to improve accuracy of
attack detection and incorporate privacy levels under real-time
network use cases. Performance of this model is evaluated for
different attacks, and compared with existing models in the next
section of this text.

IV. RESULT ANALYSIS AND COMPARISON

The accuracy and effectiveness of the system under
heterogeneous attacks are improved by this paper's use of these
machine learning algorithms. In particular, the system makes
use of an unsupervised learning algorithm to find new and
unidentified attacks and a supervised learning algorithm to train
the model to recognise known attack patterns. Real-time data
samples from deployed loT device sets were used in a wide
range of experiments to assess the efficacy of our proposed
model. The deployed model helped to detect buffer-level
attacks, meter bypass, manipulation of Flash images, and zero-
day attacks. To perform these attacks, the following Societal
Datasets were used,

e Auto MPG
(https://archive.ics.uci.edu/dataset/9/auto+mpgq)

e Intel Berkeley Research Lab  Sensor Data
(https://www.kaggle.com/datasets/divyansh22/intel-
berkeley-research-lab-sensor-data)

e NSL-KDD Datasets & Samples

(https://www.unb.ca/cic/datasets/nsl.html)

e ICS Datasets for Smart Grid Anomaly Detection
(https://ieee-dataport.org/documents/ics-dataset-smart-
grid-anomaly-detection)

Results demonstrate that the proposed model achieves a high
level of accuracy in detecting and responding to attacks while
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maintaining low false-positive rates. The suggested model is
also extremely effective and able to handle large amounts of
data in real-time deployments. Overall, the proposed bio-
inspired security and privacy model offers a solid method for
protecting CPS that is highly effective and scalable for various
scenarios. The fusion of machine learning algorithms offers a
potent tool for enhancing the security and privacy of these
systems and has the potential to fundamentally alter how
cybersecurity is handled in the future for different deployments.
Performance of the model was evaluated on a MATLAB
Simulation under standard network configurations. The
simulator assisted in deploying real-time traffic scenarios, and
inject various attacks for individual scenarios. Based on this
simulation strategy, nearly 10% of requests for individual
communications were injected as attacks (from Zero-Day
Attacks, Meter Bypass, Flash Image Manipulation, & Buffer-
level attacks) and performance was compared with PR SUF [3],
PuF [9], and DP AMI FL [23] for different Number of
Communication (NC) requests. This performance was
estimated in terms of accuracy (A), precision (P), recall (R), and
delay (d) via equations 36, 37, 38 and 39 as follows,

10t +t
A= —z L ...(36)

NC Lty + to, + fior, + foy

NC
£ 5 > e 37)
NC Lty + fy,
NC

P Z i (38)

NC Lty +to, + fi + fo,

1 NC
d= mz tScomplete; — tSstart; -+ (39)

=1

Where t is the true rate, and f represents false classification
rates. Using this strategy, the accuracy of classification can be
observed from table 1 as follows, Based on this study and figure
2, it can be seen that the suggested model is capable of
increasing attack detection accuracy for various situations by
8.3% when compared to PR SUF [3], 3.5% when compared to
PuF [9], and 6.5% when compared to DP AMI FL [23]. This is
because the use of 1D CNN for categorization and the addition
of multimodal characteristics helps to improve accuracy for
numerous assaults on cyber-physical operations. The use of
extended GWO, which helps to increase anonymity levels for
various use cases, also makes this feasible. The Smart Grid
immediately stopped all requests that were classified as
"attacks,” and subsequent requests from those IPs were
forwarded to the asking organizations. Following physical
examinations by the officials, these IPs were re-instantiated.
Similar to that, table 2's attack categorization precision can be
seen as follows,
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Table 1. Attack classification accuracy under multiple real-time scenarios

Table 2. Attack classification precision under multiple real-time scenarios

NC A (%) A (%) A (%) A (%) NC P (%) P (%) P(%) P (%)
PR SUF | PuF[9] DP AMI | BSC SMB PR SUF | PuF[9] DP AMI | BSC SMB
[3] FL [23] [3] FL [23]
25K 25k 81.24 82.44 80.24 88.34
86.49 87.60 85.27 94.01
45k 45k 81.39 82.75 80.55 88.56
86.65 87.94 85.59 94.23
6.5k 6.5k 81.55 83.07 80.86 88.77
86.81 88.27 85.92 94.46
12.5k
12,5k 81.70 83.39 81.18 88.99
86.98 88.61 86.25 94.68
22.5k
225k 81.86 83.72 81.49 89.20
87.14 88.95 86.59 94.91
45Kk Fr 82.01 84.04 81.81 89.41
87.31 89.30 86.93 95.14
55K - 82.16 84.36 82.13 89.63
87.47 89.64 87.27 95.38
70k 70k 82.32 84.68 82.44 89.84
87.64 89.98 87.60 95.60
a0k 90k 82.47 85.00 82.76 90.06
87.80 90.32 87.94 95.83
100k
100k 82.62 85.32 83.07 90.27
87.97 90.66 88.27 96.06
112k S 82.78 85.64 83.38 90.49
88.13 91.01 88.61 96.29
125k
125k 82.93 85.95 83.70 90.70
88.29 91.35 88.94 96.52
135k o3l 83.08 86.27 84.01 90.91
88.46 91.69 89.28 96.75
160k
160k 83.24 86.59 84.32 91.13
88.62 92.03 89.61 96.98
180k
180k 83.39 86.91 84.64 91.34
88.78 92.37 89.94 97.21
200k
200k 83.54 87.23 84.95 91.55
88.95 92.71 90.28 97.43
225k
225K 83.70 87.55 85.26 91.77
89.11 g3 90.61 97.66 This study and figure 3 show that, for various situations, the
120 suggested model is able to increase precision during attack
detection by 8.5% when compared with PR SUF [3], 4.5% when
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compared with PuF [9], and 6.5% when compared with DP AMI
FL [23] for different scenarios.

Figure 3. Attack classification precision under multiple real-time scenarios.
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This is because high privacy selected nodes and the GWTLbO
Model, used in conjunction with extended GWO for variance-
based feature set estimation, help to improve control efficacy
for cyber-physical smart grids. Similar to that, table 3's recall
values can be seen as follows,

Table 3. Attack classification recall under multiple real-time scenarios

NC R (%) R (%) R (%) R (%)
PR SUF | PuF[9] DP AMI | BSC SMB
[3] FL [23]
25k 81.62 81.21 78.41 88.50
45k 81.78 81.52 78.71 89.09
6.5k 81.93 81.83 79.02 89.31
125k 82.09 82.15 79.32 89.52
22:5k 82.24 82.46 79.63 89.74
45k 82.39 82.77 79.93 89.95
55k 82.55 83.08 80.24 90.17
70k 82.70 83.39 80.54 90.38
90k 82.85 83.70 80.85 90.59
100k 83.01 84.01 81.15 90.81
112k 83.16 84.32 81.45 91.02
125k 83.31 84.64 81.75 91.23
135k 83.47 84.95 82.06 91.45
160k 83.62 85.26 82.36 91.66
180k 83.77 85.57 82.67 91.87
200k 83.93 85.88 82.97 92.09
225k 84.08 86.20 83.27 92.30

This study and figure 4 show that, for various situations, the suggested model
is able to increase recall during the detection of assaults by 6.5% when
compared with PR SUF [3], 4.3% when compared with PuF [9], and 8.5% when
compared with DP AMI FL [23] for different use cases.
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Figure 4. Attack classification recall under multiple real-time scenarios

This is because extended GWO is used to protect privacy and
the GWTLbO Model to estimate variance-based feature sets,
both of which help to improve the control effectiveness of
cyber-physical smart networks. In a similar vein, table 4 shows
the following delay in these attacks' identification,

Table 4. Delay needed to identify attacks and mitigate them for different

scenarios
NC D (ms) D (ms) D (ms) D (ms)
PR SUF | PUF[9] | DP AMI | BSC SMB
3] FL [23]
2.5k 64.28 64.68 65.05 45.50
2 64.40 64.93 65.30 48.25
P 64.52 65.18 65.56 48.37
Ly 64.64 65.43 65.81 48.49
22.5k 64.76 65.68 66.07 48.61
45k 64.89 65.93 66.33 48.73
55k 65.01 66.18 66.58 48.86
ok 65.13 66.43 66.84 49.07
U 65.25 66.69 67.09 49.49
R 65.37 66.94 67.35 49.96
12k 65.49 67.19 67.60 50.51
125k 65.61 67.44 67.86 51.04
135k 65.73 67.69 68.11 51.48
160k 65.85 67.94 68.36 51.85
180k 65.98 68.19 68.62 52.05
200k 66.10 68.44 68.87 52.20
225k 66.22 66.69 70.55 52.32
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Figure 5. Delay needed to identify attacks and mitigate them for different
scenarios

Based on this study and figure 5, it can be seen that the
suggested model can increase categorization speed for various
situations by 10.5%, 12.4%, and 19.5% when compared to PR
SUF [3], PuF [9], and DP AMI FL [23]. This is a result of the
use of extended GWO to choose delay-aware selected nodes,
GWTLDbO to choose adaptive features, and 1D CNN to help
speed up categorization for cyber-physical smart networks.
Based on this research, it can be seen that the suggested model
can be used to identify a variety of attack patterns in a broad
range of smart networks.

V. DISCUSSION ON SELECTION OF GWTLbO
OVER GWO & TLbO METHODS

The Grey Wolf Teacher Learner based Optimizer (GWTLbO)
method has several advantages over the Grey Wolf Optimizer
(GWO) and the Teacher Learner based Optimizer (TLbO)
approaches separately.

GWTLbO combines the advantages of the GWO and TLbO
algorithms, resulting in enhanced convergence properties.
While TLbO exhibits rapid convergence, grey wolf foraging
behavior serves as the model for GWQ's exploratory abilities.
GWTLDbO can achieve a superior exploration/exploitation
balance by combining these two techniques, accelerating
convergence and increasing efficiency.

GWO searches the solution space by mimicking the search
behavior of grey wolves, which has earned it a reputation for
efficacy. However, local searches may be sluggish. In contrast,
TLDbO prioritizes regional research through a teaching-learning
strategy. The combination of GWO and TLbO in GWTLbO
enables a more thorough global exploration of the solution
space as well as a faster and more efficient local search,
resulting in improved overall optimization performance.
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Adaptive Learning: GWTLbO is equipped with adaptive
learning mechanisms that allow it to dynamically modify its
search behavior in response to the issue. Due to its adaptability,
GWTLbO can address a variety of optimization issues, such as
CPS system security and privacy concerns. By modifying its
learning method, GWTLDO is more adaptable than GWO and
TbLO alone, as it can effectively manage a variety of attacks
and threats.

Real-Time Threat Detection: GWTLbO differs from GWO and
TLbO in that it has the ability to detect threats in real time. By
combining the capabilities of GWO and TLbO, GWTLbO can
rapidly detect and respond to hazards in real-time deployments.
Due to security concerns, this is crucial for CPS systems that
require immediate action to prevent potential intrusions.
GWTLDO is well-suited for safeguarding CPS systems due to
its rapid threat detection and response capabilities.

Protection of confidentiality: The GWTLbO takes contextual
requirements for privacy protection in CPS systems into
account. It selects the optimal privacy techniques (such as k-
privacy, t-closeness, and I-diversity) based on the specific
requirements of the system. This adaptable strategy raises the
bar for privacy while taking into consideration the unique
characteristics and circumstances of the CPS setting. Given that
GWO and TLbO lack privacy protection mechanisms,
GWTLDO is superior to them in terms of simultaneously
addressing security and privacy concerns.

GWTLDO surpasses GWO and TLDbO individually due to its
enhanced convergence, global and local search capabilities,
adaptive learning, real-time threat detection, and contextual
privacy protection. By integrating the benefits of GWO and
TLbO, GWTLbO provides a more comprehensive and efficient
optimization framework for addressing security and privacy
concerns in CPS systems.

VI. CONCLUSION & FUTURE WORK

Using these machine learning algorithms, this paper improves
the system's accuracy and effectiveness against heterogeneous
attacks. Specifically, the system employs an unsupervised
learning algorithm to identify new and unknown attacks and a
supervised learning algorithm to train the model to recognize
known attack patterns. In a variety of experiments, the efficacy
of our proposed model was evaluated by utilizing real-time data
samples from deployed loT device sets. The deployed model
assisted in the detection of buffer-level attacks, meter bypass,
Flash image manipulation, and zero-day attacks. The results
demonstrate that the proposed model detects and responds to
attacks with a high degree of accuracy while maintaining low
false-positive rates. Additionally, the proposed model is highly
efficient and able to manage large amounts of data in real-time
deployments. Overall, the proposed bio-inspired security and
privacy model provides a solid, highly effective, and highly

1560


http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 11 Issue: 10

Article Received: 25 August 2023 Revised: 10 October 2023 Accepted: 24 October 2023

scalable method for protecting CPS in a variety of scenarios.
The combination of machine learning algorithms provides a
potent tool for enhancing the security and privacy of these
systems and has the potential to fundamentally alter how
cybersecurity will be handled for future deployments. On a
MATLAB Simulation with standard network configurations,
the performance of the model was assessed. The simulator
assisted in the deployment of real-time traffic scenarios and the
injection of multiple attacks for each scenario. On the basis of
this simulation strategy, nearly 10% of requests for individual
communications were injected with attacks (including Zero-
Day Attacks, Meter Bypass, Flash Image Manipulation, and
Buffer-level attacks), and the performance of various
techniques was compared. Based on this comparison, it can be
seen that the proposed model is capable of increasing the
accuracy of attack detection in various situations by 8.3%
compared to PR SUF [3], 3.5% compared to PuF [9], and 6.0%
compared to DP AMI FL [23]. This is due to the fact that the
use of 1D CNN for categorization and the addition of
multimodal characteristics enhances the accuracy of numerous
cyber-physical attacks. This is also possible with the use of
extended GWO, which increases anonymity levels for various
use cases. All requests classified as "attacks" were immediately
halted by the Smart Grid, and subsequent requests from the
same [P addresses were forwarded to the requesting
organisations. In terms of precision levels, it was observed that
the proposed model can improve attack detection precision by
8.5% when compared to PR SUF [3], 4.5% when compared to
PuF [9], and 6.5% when compared to DP AMI FL [23] for
various scenarios.

While recall evaluation indicated that the proposed model can
increase recall during the detection of assaults by 6.5%
compared to PR SUF [3], 4.3% compared to PuF [9], and 8.5%
compared to DP AMI FL [23] for various use cases. Compared
to PR SUF [3], PuF [9], and DP AMI FL [23] in terms of delay,
it was determined that the proposed model can increase
categorization speed for various situations by 10.5%, 12.4%,
and 19.5%. This is due to the utilization of extended GWO to
select delay-aware selected nodes, GWTLbO to select adaptive
features, and 1D CNN to accelerate categorization for cyber-
physical smart networks. On the basis of this research, it is clear
that the proposed model can be used to identify a variety of
attack patterns in a wide variety of smart networks.
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