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Abstract— The rapid development of wireless communication and sensor networks is the basis for forming an Internet of things(IoT) 

infrastructure. In IoT-based applications, the cryptographic encryption and access control at cloud must be robust to withstand current attacks. 

The majority of security protocols are based on integer factorization and discrete logarithm problems, which are proved vulnerable to quantum 

attacks. In this paper, we proposed a scheme for the security and privacy of the user data in a cloud environment. Various types of homomorphic 

encryption schemes are studied for data privacy in the cloud. The Ring-LWE-based encryption scheme is presented for privacy protection in 

the cloud which meets the homomorphic properties. The scheme is analysed for security, privacy, reduced messaging overhead and computation 

overhead. The objective of this paper is to Design and Construct a Ring-LWE-based homomorphic encryption(HE) communication protocol 

for authenticated user message encryption in a IoT cloud computing environment. The evaluation function in holomorphic encryption defined 

based on Ring-LWE encryption for a practical sharing-enabled cloud storage. Then, formally proving the security of the proposed protocol for 

classical and quantum attacks in cloud environment like Manin-the-middle (MITM) attack, Denial of Service (DoS) and Replay Attack. 

Keywords-Quantum secure cryptography; Internet of Things; Ring-LWE; Homomorphic Encryption; Lattice based cryptography; Man in-

the-middle (MITM) attack; Denial of Service (DoS) and Replay Attack 

 

 

I. INTRODUCTION 

The Internet of Things (IoT) is evolving as the “Future 

Internet,” where all devices are inter-connected for 

communication and transfer of data. The sensor device in  the 

physical layer collects data and transfers it to servers via the 

gateway device (G) for processing and storage. For a secure 

IoT-based applications, it is necessary to ensure the data source 

is trustworthy. On the other hand, IoT cloud server must have a 

robust mechanism to store and share the encrypted data with 

other nodes and intermediate nodes such as gateway devices. 

Cryptographic algorithms used in IoT applications have unique 

challenges due to limited resources. Most encryption schemes 

are built based on two well-known mathematical hard 

problems: Integer Factorization (IF) and Discrete Logarithm 

Problem (DLP). However, Shor and Peter [17][18] solved 

asymmetric cryptosystems (RSA, DH, ECC) in polynomial 

time with quantum algorithms. Then after, Grover’s quantum 

algorithm [7] solved symmetric cryptosystems (AES, SHA-2, 

SHA-3) in polynomial time. The RSA and Diffie-Helman key 
exchange schemes are proved less efficient for huge volumes of 

data and easy to break with quantum computers. Researchers 

have started working towards quantum algorithms for the 

future, as a result, it is proved that post-quantum or quantum-

immune cryptosystems can withstand quantum computers.  

Post-quantum secure protocols have significance in 

contemporary IoT infrastructure environments. It has been 

shown that no polynomial time algorithm can solve 

mathematically complex problems of the type Lattice-based, 

Hash-based, Code-based, Multivariate, and Isogeny 

cryptosystems. Lattice-based cryptography (LBC) is one of 

them, and it is very efficient, safe, and excellent for resource-

constrained platforms [4]. Because it uses matrices and vectors 

for computation in specified rings or fields of small order, 

lattice-based problems operate on relatively small integers. 

learning with errors (LWE), Short integer solution (SIS),  and 

variants of these problems make lattice-based cryptosystems 

more secure. In this paper, we design and develop a Ring-LWE 

based homomorphic encryption scheme for IoT cloud 

environment to enhance security against post-quantum attacks. 

The proposed scheme is designed based on the Ring-LWE 

problem. In this scheme, IoT nodes will register at the cloud 

server, then server authenticates IoT nodes and accepts the 

encrypted data to share with other nodes whenever requested. It 

stores the data at cloud server with quantum-safe encryption. 

For the encryption of the data at cloud server, the Ring -LWE 

based fully homomorphic encryption is used for quantum 

enabled security and privacy. The proposed scheme is analysed 

for security and compact in presence of quantum attacker. 

1.1 MOTIVATION AND CONTRIBUTIONS 

The security and privacy of resource-constrained devices have 

become an emerging area of research in current wireless 

communication networks. Many encryption schemes have been 
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proposed for IoT infrastructure networks. However, majority  of 

protocols are vulnerable to quantum attacks. In this paper, the 

Ring-LWE-based fully holomorphic encryption-based design is 

proposed for the authenticated IoT user and cloud server 

environment. It ensures data safety and avoids the leakage of 

user information. The data verification method is applied a fully 

homomorphic cryptogram algorithm at the cloud server to 

encrypt the data sent by the IoT Node in the cloud environment.  

The aim of this research paper is to explore the 

application of fully homomorphic encryption (FHE) in cloud 

and IoT environments. The primary focus is on developing a 

data verification technique utilizing FHE, which facilitates 

secure communication between the server and IoT Node device. 

By employing FHE-based data management and verification 

methods, the overall efficiency and security surpass those 

offered by traditional encryption algorithms. Additionally, the 

implementation of signature verification minimizes the 

associated overhead, thus enhancing the efficiency of the 

verification process when compared to existing methods. 

The encryption scheme presented aims to facilitate 

registration and key generation within the IoT Cloud 

environment by facilitating the exchange of identities and 

random values among the IoT-node user and the cloud server. 

To ensure secure data verification and management, the IoT 

node and cloud server verify signature and identity values. The 

reliability of the generated signature during the registration step 

and message management process is maintained. Additionally, 

a communication protocol is developed to establish a secure 

communication channel that encompasses user verification and 

the data transfer process. 

The remaining sections of the paper are as follows: 

Section 3 covers the related work of homomorphic 

encryption(HE) schemes for resource-constrained devices. 

Section 4 elaborates the construction of the proposed scheme 

along with the system model and threat models. The protocol is 

analyzed for several attacks on IoT network on the section in 

section 5. In Section 6, the performance of the proposed 

protocol is analyzed in terms of computation cost and 

communication cost. In the end, Section 7 contains the 

conclusion of the paper along with future directions of the work. 

II. PRELIMINARIES 

This section covers lattice hard problems and other variants 

used in this scheme. It covers the basics of the Ring-LWE 

problem along with some assumptions 
 

A. Lattice Hard Problems 

LWE Distribution: A uniform matrix  𝐴𝑠.𝜒𝜖 𝑍𝑞 
𝑛   ×  𝑍𝑞 

𝑛   for a 

secret vector 𝑠 ∈  𝑍𝑞 
𝑛  and choose uniformly random 𝑎 ∈  𝑍𝑞 

𝑛  , 

and choosing 𝑒 ← 𝜒  and outputting; (𝑏 =< 𝑎, 𝑠 + 𝑒 𝑚𝑜𝑑 𝑞)  

Note: Error distribution χ over Z is usually used for Gaussian 

distribution or binomial distribution [13]. 

Ring-LWE Distribution: A ring of polynomials R of degree n 

over Z, and defining the quotient ring  𝑅𝑞 = 𝑅/𝑞𝑅. Ring-LWE 

distribution  𝐴𝑠.𝜒𝜖 𝑅𝑞   ×  𝑅𝑞 , secret vector 𝑠  𝜖 𝑅𝑞  and choose 

uniformly random 𝑎 𝜖 𝑅𝑞  and choosing 𝑒 ← 𝜒  and outputting; 

(𝑎, 𝑏 =< 𝑎, 𝑠 + 𝑒 𝑚𝑜𝑑 𝑞) [10] [11], The Ring-LWE problem 

has two versions: search-Ring-LWE and decisional-Ring-LWE. 

 

Search Ring-LWE Problem: Let n, q are two positive integers, 

and distribution functions 𝜒𝑠 and 𝜒𝑒  are (bounded) distributions 

over the ring R. The Search Ring-LWE problem is defined as: 

For a given pairs (a, b) and (𝑎, 𝑏 =< 𝑎, 𝑠 + 𝑒)  target is to 

recover a secret vector s, where  𝑎 
$

←  𝑅𝑞  , a secret vector  

𝑠 
$

←  𝜒𝑠    and an error vector 𝑒 
$

←  𝜒𝑒  . 

 

Decisional Ring-LWE Problem:. Let n, q are two positive 

integers, and distribution functions 𝜒𝑠  and 𝜒𝑒  are (bounded)-

distributions over the ring R. The Decisional Ring-LWE 

problem is to distinguish two distributions of pairs (a, b) and (a, 

u) with non-negligible advantage, where (𝑏 =< 𝑎, 𝑠 + 𝑒)for 

any 𝑎 
$

←  𝑅𝑞, the secret 𝑠 
$

←  𝜒𝑠     and 𝑢 
$

←  𝑅𝑞 . (Note: If the 

Decisional R-LWE 𝑅 − 𝐿𝑊𝐸𝑛,𝑞,𝜒  assumption holds, then 

Search-𝐿𝑊𝐸𝑛,𝑞,𝜒assumption also holds.) 

III. RELATED WORK 

The concept of Homomorphic Encryption (HE) was first coined 

by the researcher Rivest in the year 1978 with the term ”privacy 

homomorphism” [14]. This holomorphic encryption method 

allows encryption or modification of ciphertext directly. The 

fundamental concept is that when plaintext is subjected to 

addition or multiplication, it exhibits a comparable behavior to 

ciphertext after undergoing encryption. Prior to the 

formalization of homomorphic encryption, certain encryption 

systems already achieved a degree of homomorphism. One such 

example is the Hill Cipher encryption scheme, which relies on 

the principles of linear algebra, advanced matrix manipulation, 

and rules of modulo arithmetic. It is a more mathematical cipher 

compared to other schemes and it meets the additive 

homomorphic property [8]. Later, with the introduction of a 

privacy homomorphic scheme, the era of homomorphism has 

been started and many schemes are proposed. The RSA 

algorithm based on an integer factorization problem which 

follows the homomorphic multiplicative property[14][15]. 

In 1984, Goldwasser and Micali proposed first public 

-key encryption algorithm with semantic security. A 

probabilistic encryption technique named GM algorithm is 

proposed based on quadratic residue modulo and trapdoor 

function [16]. However, this algorithm showed low efficiency 

and satisfies only additive holomorphic encryption property. In 

1985, the ElGamal Cryptosystem was introduced as an 

asymmetric encryption algorithm that relied on a combination 

of public key cryptosystem and elliptic curve cryptosystem [5]. 

This cryptographic system exhibits a multiplicative 

holomorphic property and can be utilized for both encryption 

and signature verification purposes. In 1994, Benaloh made 

enhancements to the probabilistic encryption algorithm [1], 

enabling it to encrypt a specific number of bits r at once. 

However, this improved technique lacked full holomorphic 

capabilities and only supported additive homomorphism. 

 

In the year 1999, the most popular Paillier encryption scheme 

[12] was proposed by was proposed by Paillier  based on the 
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quadratic residue. It is random encryption scheme, which 

allows additive homomorphic operations.  

In 2005, Boneh, Goh, and Nissim introduced the BGN 

cryptosystem, which relies on bilinear pairings [2]. This 

cryptographic algorithm exhibits the property of addition 

homomorphism and a single multiplication homomorphism. It 

stands as the closest scheme to the concept of homomorphism. 

Other algorithms, such as GM and Paillier, satisfy only additive 

homomorphism, while RSA, ElGamal, and BGN offer 

multiplicative homomorphism. However, uniquely satisfies 

both multiple additions and a single multiplication operation. 

Due to the support for either additive or multiplicative 

homomorphism, these algorithms are categorized as either 

single or partially homomorphic encryption algorithms.  

The first lattice based homomorphic encryption 

technique proposed in the year 2009 by Gentry [6] based on 

ideal lattices. This technique supports for the fully 

homomorphism with additive and multiplicative homomorphic 

property. It means, it support for addition and multiplication of 

ciphertext with unlimited number of times. Later, the 

homomorphic encryption schemes are evolved rapidly, many 

schemes are proposed by researchers. There are three distinct 

categories of homomorphic encryption schemes. The first 

category encompasses an ideal lattice-based fully homomorphic 

encryption scheme, initially proposed by Gentry. This scheme 

involves constructing a Somewhat Homomorphic Encryption 

(SWHE) on the ideals of different rings. It employs techniques 

such as compressing the decryption circuit to reduce 

polynomials and utilizes bootstrapping technology to achieve 

fully homomorphic encryption, assuming cyclic security. 

The second category consists of an integer-based homomorphic 

encryption scheme [19] that follows Gentry’s concept but 

eliminates operations based on ideal lattices of the polynomial 

ring. Instead, all operations are performed using integers. The 

third category involves homomorphic encryption methods 

based on either fully homomorphic LWE (Learning with 

Errors) or Ring-LWE (Learning With Errors over Ring). These 

schemes rely on the concept of Learning With Errors to achieve 

fully homomorphic encryption capabilities. This method uses 

non-linearization to build a fully homomorphic encryption 

system, similar to the BGV encryption scheme, and is based on 

fault-tolerant learning [3]. 

A. Security Requirements 

Security requirements of IoT node data and Cloud server 

communication is as follows: 

1 Privacy: User data must remain confidential and 

should not be disclosed to any third party. It should 

only be accessed and managed by the cloud server 

(CS) and the respective service provider (SP).  

2 Confidentiality and Message Integrity: In presence 

of a potential eavesdropper, it is desired that the 

content of any message remain hidden, preventing the 

adversary from accessing the actual information in the 

data. 

3 Availability: An adversary could potentially launch a 

Denial of Service (DoS) attack with the intention of 

obstructing access to the Cloud Server (CS). 

Therefore, it is crucial for the CS to remain accessible 

to all parties whenever it is needed. 

IV. PROPOSED PROTOCOL 

A. System Model 

The Internet of Things infrastructure network is made up of 

several nodes that function as clients and connect to (Cloud 

Server) over the internet. The Identity Provider (IDP) monitors 

the identities of users to certify the public key. The CS is 

assumed to be trusted, and the IDP work is to validate the IoT-

Node 𝐼𝑁𝑖  and relay messages. It models communication 

between 𝐼𝑁𝑖  to CS, CS to 𝐼𝑁𝑖  through IDP over a network 

entirely regulated by a Probabilistic polynomial Time (PPT) 

adversary Adv. The 𝐼𝑁𝑖  and CS seek to communicate and 

exchange the data each other using help of IDP by computing 

public key and private key pairs to each user. Adversary (Adv) 

can observe the conversation between 𝐼𝑁𝑖  and CS, and Adv can 

reply, modify, delay, and can create new messages. The PPT 

adversary Adv is given access to the Oracle model which 

generates protocol-simulated outputs for any kind of Adv’s 

query. It may also allow protocol communications between any 

number of IoT node device instances, the transmission of any 

message to these instances, and the monitoring of 𝐼𝑁𝑖 , and CS 

answers under protocol requirements. The encryption keys 

generated by CS and IoT node device instances may also be 

revealed. At last, an adversary Adv can directly decrypt data 

stored at CS or a password through multiple trials. The 

following assumptions are made for the IoT infrastructure 

scenario: The IoT node ( 𝐼𝑁𝑖 ) and cloud server (CS) are 

identified with a unique IDentity and One-time handshake. The 

Cloud Server (CS) and IoT node are mutually authenticated 

using PKE. The IDP maintains the IDs of connected devices in 

the network. An Unauthorised IoT node device (Quantum 

attacker) tries to get access of the IoT infrastructure network. 

The system model scenario of the IoT infrastructure network is 

shown in the figure:1. 

B. Threat Model 

We consider the storage of application data on third party clouds 

in a cloud-based environment. The cloud application involves 

three key entities: the Cloud Server (CS) responsible for 

storage, the IoT Node User (with apps), and an Identity Provider 

(IDP) tasked with certifying the public key of each user. 

• The Cloud Server (CS) is required to maintain integrity 

by faithfully adhering to the protocol while 

simultaneously attempting to maximize knowledge 

extraction from the stored data. 

• The Service provider (SP) should be genuine, if 

protocol violations are detected, SP could be 

penalized. 

• The Adversary Adv is motivated to acquire additional 

insights into user data, acting passively to gain access 

to encrypted information while avoiding detection. 

• Threats: We consider cloud-side threats as well as 

client-side threats such as data leakage, unauthorized 

access, data privacy, user privacy, and malicious 

insider attacks. 
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C. Assumptions 

In addition to the honest cloud assumption, we assume that 

Identity Provider (IDP) correctly verifies generates, and verifies 

CS and IN key pairs for encryption and signature. We make the 

following assumptions in addition to the honest cloud 

assumption. 

• We assume that the Identity Provider (IDP) accurately 

verifies the identity-key pairs of users. The IDP can 

either be an external entity that is well-known and 

trustworthy, or an internal unit within the system. 

• We consider the members of shared data as semi-

trusted. This means that they do not collaborate with 

the cloud provider to expose member data or keys. 

• The protocol assumes that the applications involved 

behave correctly and do not disclose user keys to 

malicious entities. 

• Additionally, we assume that state-of-the-art security 

mechanisms are implemented to ensure device 

security and all communication between parties takes 

place over secure channels. 
 

We also outline the capabilities of the Adversary who enrolls at 

the cloud server CS with the intention of gaining data access. 

The Adversary, acting through controlled entities, possesses the 

ability to register any public key of its choosing, even if it 

matches the keys of legitimate parties within the system. The 

protocol’s design and implementation are elaborated in section 

4.4 and notations used are listed in table 1. 
 

Figure 1 System model of IoT Cloud communication 

 
 

Table 1 Protocol Notations 

Notation Description 

𝐼𝑁𝑖 IoT Node i 

CS Cloud Server 

IDP Identity Provider 

s secret value sampled from χσ 

e random error sampled from χσ 

r random values generated by Nodes 

p prime number 

a Uniform matrix from Zqn×m 

Adv Adversary/Eavesdropper 

H() Hashing functions 

Notation Description 

𝑚𝑖  message i. 

D. Construction 

The protocol is comprised of two primary phases: 

1. Setup and Key Generation Phase and 2. Data Encryption 

phase. During the First phase, the initial setup of IDP and key 

generation is performed for IoT node IN Users and CS takes 

place, and mutual authentication is performed. In the Data 

Encryption Phase, the transmission of dynamic messages to 

upload encrypted data in the cloud, as well as corresponding 

queries on the data is performed. Setup and Key Generation 

phase: In this phase, IDP setups and involves in the key 

generation and sharing of public keys between Users and CS 

with their respective controllers. 
 

Setup: It produces the protocol parameters to generate (public 

key, private key) for both the IoT Node IN User and CS. The 

IDentity Provider IDP establishes a ring  𝑅𝑞 = 𝑍𝑞 (𝑥)/ <

𝑓(𝑥) > , Where   𝑓(𝑥) = 𝑥𝑛 + 1 ∈ 𝑍(𝑥) , and n value is power 

of 2. This choice ensures that f(x) is irreducible polynomial over 

the rational numbers. 𝑅𝑞 represents the ring of integer 

polynomials modulo. Additionally, the IDP selects a prime 

number, denoted as   𝑝 ∈ 𝑍𝑞
∗. All parties involved are provided 

with information regarding the ring and the prime number 

selected. 

 

Encryption Key Generation: The IDP generates the public-

private key pairs for both parties similar to the Ring-LWE [13] 

scheme. For CS The vector    𝑎𝑐𝑠 ∈ 𝑅𝑞 , two   (𝑎𝑐𝑠 , 𝑒𝑐𝑠 ) small 

elements from error distribution  𝜒𝜎  for is the std. deviation σ. 

In this case, 𝑠𝑐𝑠 is a secret key and computes   (𝑏𝑐𝑠 = 𝑎𝑐𝑠 . 𝑠𝑐𝑠 +
𝑒𝑐𝑠 ) . Now   < 𝑠𝑐𝑠 , (𝑎𝑐𝑠 ; 𝑏𝑐𝑠 > are the private and public key 

pairs. Similarly, For IoT Node IN user, The vector  𝑎𝑖𝑛 ∈ 𝑅𝑞 , 

two (𝑠𝑖𝑛 , 𝑒𝑖𝑛 ) small elements from error distribution  𝜒𝜎 for is 

the std. deviation σ. In this case, 𝑠𝑖𝑛 - is a secret key and 

computes  (𝑏𝑐𝑠 = 𝑎𝑖𝑛 . 𝑠𝑖𝑛 + 𝑒𝑖𝑛 ) .  Now   < 𝑠𝑖𝑛 , (𝑎𝑖𝑛 ; 𝑏𝑖𝑛 >  

are the private and public key pairs. 

 

3. Signature key Generation: The Ring-LWE based digital 

signature scheme [20] is employed for the purposes of signing 

and verification. Similar encryption key pair, IDP generates 

private and public key pairs for both parties. It uses 𝑐𝑐𝑠 ∈ 𝑅𝑞  

and two random elements (𝑠𝑐𝑠 , 𝑒𝑐𝑠
∗

 
)  from  𝜒𝜎  and computes 

 𝑑𝑐𝑠 = (𝑐𝑐𝑠 ∗ 𝑠𝑐𝑠 + 𝑝 ∗ 𝑒𝑐𝑠
∗

 
) for CS where p prime number. For 

IoT Node IN, it generates  𝑑𝑖𝑛 = (𝑐𝑐𝑠 ∗ 𝑠𝑖𝑛 + 𝑝 ∗ 𝑒𝑖𝑛
∗

 
). 

 

Data Encryption Phase: In this phase, the data encryption and 

exchange takes place between CS and IoT Node IN User with 

its signature verification.  

1. The IoT Node IN collects the data from the sensor and 

requests CS to accept the encrypted data 𝐷𝑖 . It 

encrypts the data 𝐷𝑖 using the public key of CS, and 

signs it, then sends it to CS. 

2. Upon receiving the user’s request,  CS creates an entry 

in its database with the data index and a corresponding 

timestamp. The entry is structured as follows: 

http://www.ijritcc.org/
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(𝐼𝑁𝑖 ; 𝐷𝑖 ;  𝑇𝑖) . Here, 𝐼𝑁𝑖 represents the identification 

of the ith IoT user, 𝐷𝑖 is the data uploaded from the 

user and 𝑇𝑖  timestamp. 

3. To encrypt the data 𝐷𝑖 using Fully Homomorphic 

Encryption (FHE), a process is employed. For an n-

bits of Data 𝐷𝑖 , that employs polynomials with binary 

coefficients (0 1)⁄  three random elements (𝑟 , 𝑒1, 𝑒2 ∈
𝑅)  

are generated from the error distribution  𝜒𝜎 . 

Subsequently, the pair ( 𝑢𝑖𝑛, 𝑣𝑖𝑛 ∈ 𝑅𝑞
2)  

 is computed 

as the encryption of data 𝐷𝑖 . 

𝑢𝑖𝑛 = 𝑎𝑐𝑠 ∗ 𝑟 + 𝑒1 
𝑚𝑜𝑑 𝑞 

𝑣𝑖𝑛 = 𝑏𝑐𝑠 ∗ 𝑟 + 𝑒2 
+ (

𝑞

2
) ∗ 𝐷𝑖 𝑚𝑜𝑑 𝑞 

The IoT node sends the encrypted data to CS as  

(𝑢𝑖𝑛, 𝑣𝑖𝑛 , ℎ(𝐷𝑖 ), 𝑇𝑖 )  
. 

 

Decryption (𝒖𝒊𝒏, 𝒗𝒊𝒏 , 𝒔𝒄𝒔 )  
: The CS verifies the signature of 

the user and stores in the database, 𝑣𝑖𝑛 − 𝑢𝑖𝑛 ∗ 𝑠𝑐𝑠   
=

(𝑟 ∗ 𝑒 − 𝑠𝑐𝑠 . 𝑒1 + 𝑒2 ) + (
𝑞

2
) ∗ 𝐷𝑖 𝑚𝑜𝑑 𝑞  . When selecting 

suitable parameters, it is possible to ensure that the magnitude 

of (𝑟 ∗ 𝑒 − 𝑠𝑐𝑠 . 𝑒1 + 𝑒2 )  ∈ 𝑅 is less than (𝑞 4)⁄ . As a result, 

the bits of 𝐷𝑖  can be extracted by rounding each coefficient of  

(𝑣𝑖𝑛 − 𝑢𝑖𝑛 ∗ 𝑠𝑐𝑠 )  
to either 0 or (𝑞 2)⁄ , depending on which 

value is closest modulo q.  When a data access request comes 

to cloud server CS by another IoT user 𝐼𝑁𝑗, it encrypts the data 

and adds CS signature value. It generates a new random value  

𝑟𝑛𝑒𝑤and computes the signature along with the time stamp 𝑇𝑛𝑒𝑤. 

It chooses new (𝐴𝑐𝑠, 𝑒1 ∈  𝜒𝜎 )  
 and computes 

(𝐵𝑐𝑠 = (𝐴𝑐𝑠+ℎ(𝑟𝑛𝑒𝑤|𝑇𝑛𝑒𝑤). 𝑠𝑠𝑐𝑠 + 𝑝 ∗ 𝑒1 )  
 

The CS replies with a message  

< ℎ(𝑟𝑛𝑒𝑤|𝑇𝑛𝑒𝑤), 𝐴𝑐𝑠, 𝐵𝑐𝑠 >  
 to the requested node 𝐼𝑁𝑗  . It 

receives and verifies the signatures of CS as. 

(−𝑐𝑐𝑠 . 𝐵𝑐𝑠 + 𝑑𝑐𝑠 . 𝐴𝑐𝑠)𝑚𝑜𝑑 𝑝 = −𝑑𝑐𝑠 . ℎ(𝑟𝑛𝑒𝑤|𝑇𝑛𝑒𝑤)  
 

FHE Verification: Let’s consider the encryption parameters as 

p, q, and r, where p is a positive odd number and q is a large 

positive integer. During the key generation phase, both p and q 

are determined. Here, p serves as the encryption key, while r is 

a randomly chosen number used for encryption.  

Given data d, the encrypted data is calculated as follows: 

𝐸𝑛𝑐𝑑 = 𝑑 + 2. 𝑟 + 𝑝  . 𝑞) 

The recovered data value 

𝐷𝑒𝑐(𝐸𝑛𝑐𝑑 ) = (𝐸𝑛𝑐𝑑  𝑚𝑜𝑑 𝑝) 𝑚𝑜𝑑 2 

since the 𝑝  × 𝑞  is less than (2. 𝑟  +  𝑑 ) then 

𝐸𝑛𝑐𝑑 𝑚𝑜𝑑 𝑝)𝑚𝑜𝑑2 = 2. 𝑟 + 𝑑)𝑚𝑜𝑑 2 = 𝑑 

Additive Property verification: Let’s consider d1 and d2 are 

two data values. By applying encryption, we can transform 

these data values to encrypted form as follows: 

𝐸𝑛𝑐𝑑1 = 𝑑1 + 2. 𝑟1 + 𝑝  . 𝑞1) 

𝐸𝑛𝑐𝑑2 = 𝑑2 + 2. 𝑟2 + 𝑝  . 𝑞2) 

In the above equations, 𝐸𝑛𝑐𝑑1  and 𝐸𝑛𝑐𝑑2 represent the 

encrypted data. Additionally, 𝑟1   and 𝑟2 are random values 

chosen for encryption, and  𝑝  . 𝑞1 and 𝑝  . 𝑞2 denote the product 

of a prime number p and a quadratic residue q. After the 

addition operation: 𝑑3 = (𝑑1 + 𝑑2) ; the resulting expression 

for  𝐸𝑛𝑐𝑑3 is: 

𝐸𝑛𝑐𝑑3 =  𝐸𝑛𝑐𝑑1 + 𝐸𝑛𝑐𝑑2  

= (𝑑1 + 𝑑2) + 2(𝑟1 + 𝑟2) + 𝑝(𝑞1 + 𝑞2) 

If (𝑑1 + 𝑑2) + 2(𝑟1 + 𝑟2)  is significantly smaller than p, we 

can simplify the expression for  𝐸𝑛𝑐𝑑3  as follows: 

 

𝐸𝑛𝑐𝑑3 = ( 𝐸𝑛𝑐𝑑1 +  𝐸𝑛𝑐𝑑2 )𝑚𝑜𝑑 𝑝 

= (𝑑1 + 𝑑2) + 2(𝑟1 + 𝑟2) 

Hence, the Additive Homomorphic Encryption (AHE) 

condition is satisfied.  

Multiplicative Property Verification: Let’s consider the 

multiplication equation: 𝑑4 = (𝑑1 + 𝑑2). In this case,  

 

𝑑4 = (𝑑1 × 𝑑2) 

 

= (𝑑1 + 2𝑟1 × 𝑝. 𝑞1)  × (𝑑2 + 2𝑟2 × 𝑝. 𝑞2) 

= 𝑑1. 𝑑2 + 2(2𝑟1𝑟2 + 𝑟1𝑑2 + 𝑟2𝑑1) 

+𝑝[𝑝𝑞1𝑞2 + 𝑞2(𝑑1 + 2𝑟1) + 𝑞1(𝑑2+2𝑟2)] 

 

If 𝑑1. 𝑑2 + 2(2𝑟1𝑟2 + 𝑟1𝑑2 + 𝑟2𝑑1) is significantly smaller 

than p, then we can express 𝐸𝑛𝑐𝑑4  as: 

 

𝐸𝑛𝑐𝑑4 = ( 𝐸𝑛𝑐𝑑1 +  𝐸𝑛𝑐𝑑2 )𝑚𝑜𝑑 𝑝 

= 𝑑1. 𝑑2 + 2(2𝑟1𝑟2 + 𝑟1𝑑2 + 𝑟2𝑑1) 

Therefore, the Multiplicative Homomorphic Encryption(MHE) 

property is satisfied. 

V. SECURITY ANALYSIS 

This section presents a comprehensive security analysis of the 

proposed node-to-node communication protocol for the Internet 

of Things infrastructure network. The security of the protocol is 

examined in light of the IoT security requirements. Over the 

communication network, adversary capabilities are defined and 

examined for analysis. An adversary Adv may collect all 

messages, but he or she cannot obtain the secret keys or 

impersonate as the authorized IoT Node. For example, even if 

an adversary Adv can impersonate some node  𝐼𝑁𝑡 , the 

verification procedure fails and the corresponding message is 

refused. Similarly, the proposed authentication mechanism is 

verified for security against the attacks listed below. 

 

1. Reply Attack: When an adversary Adv obtains the 

authenticated message from the previous session and uses that 

message as a legitimate user in the current session then we say 

it a reply attack. In the proposed scheme, the CS generates the 

random value r for the IoT node  𝐼𝑁𝑖  used to compute (u, v). If 

an adversary Adv tries to reply by decrypting these parameters, 

it fails in the verification process. So, he/she cannot reply to CS 

messages. Similarly, even if an adversary gets r from the 
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previous session, the IoT node 𝐼𝑁𝑖  generates random value  

𝑟𝑖  ∈ {0,1}𝑚  for computation of new committed values. When 

an adversary Adv tries to attempt to reply with already used r, 

he/she will be caught in a replay attack. Therefore, the proposed 

protocol is withstanding replay attacks. 

Figure 2 Proposed IoT Cloud Server encryption Scenario 

 
2. Man-in-the-middle attack: In this attack,  an adversary Adv 

with the malicious node may try to obtain communication 

parameters. In the proposed scheme, the IoT node device 𝐼𝑁𝑖  

uses fresh and random value generated from 𝑟𝑖  ∈ {0,1}𝑚 and 

the secret key from 𝑠𝑖  ∈ 𝑍𝑞
𝑚. As a result, if an adversary tries 

to login using a random nonce, the login attempt will fail after 

verification, and the server will detect a Man-in-the-middle 

attack. The malicious node cannot compute these parameters in 

polynomial time by solving the ISIS problem [10]. As a result, 

the protocol protects against man-in-the-middle attacks. 

3. Impersonation attack: An impersonation happens when an 

adversary Adv pretends to be a legitimate IoT node 𝐼𝑁𝑖 and 

listens in on authentication messages. Based on the Ring LWE 

problem, each IoT Node computes values  𝑟𝑖, 𝑠𝑖 𝑒𝑖  ∈ {0,1}𝑚. If 

an adversary pretends to be an IoT node 𝐼𝑁𝑖 , he or she must 

solve the Ring-LWE problem. It cannot be solved in polynomial 

time. Similarly, if the adversary tries to listen in on transferred 

communications to CS, he or she must respond 𝐼𝑁𝑖 . However, 

only CS is aware of the unique identification number and may 

compute committed values using the 𝐼𝑁𝑖  node's secret values 
𝑎, 𝑟𝑖 , 𝑢. As a result, the impersonation or eavesdropping attack 

fails at the proposed protocol's initial level of authentication. 

 

4. Mutual Authentication: The cloud server CS and the IoT 

Node 𝐼𝑁𝑖  verify each other’s authenticity. The Identity provider 

IDP verifies its identity before giving access to data at server. If 

the signature value doesn’t verifies, then it denies the access in 

the communication. Therefore, mutual authentication is 

achieved. 

 

5. Node Privacy:  

The IoT node responds to CS by computing committed values; 

if  𝐼𝑁𝑖  computes the same values for each session, the node may 

be easily tracked. Each value in the proposed scheme is 

generated at random and independently using a pseudo-random 

number generator and one-way hash algorithms. To avoid 

tracing, the IoT node 𝐼𝑁𝑖 information is not included in 

computed committed values. As a result, an adversary can not 

determine whether or not the transferred messages are from the 

same tag. As a result, the proposed protocol passes the Node 

privacy property. 

 

6. Scalability: The CS generates 𝑢𝑖 for each IoT node 𝐼𝑁𝑖   that 

has a unique identity in the proposed protocal which satisfies 

𝑢𝑖 = 𝑎. 𝑟𝑖  
(𝑚𝑜𝑑 𝑞). The CS stores  𝐼𝑁𝑖   identity and 𝑢𝑖 . 

 

7. Offline Dictionary attack: Let us assume the adversary Adv 

gains complete access to all data stored on the IoT Node device, 

such as a, 𝑢𝑖 . To gain access, the opponent must build an 

(𝑢𝑖, 𝑣𝑖); to do so, the adversary must guess the random secret, 

even if the adversary does not know the unique identity of 𝐼𝑁𝑖 . 

It is impossible to verify the validity without the IoT node 

identity number supplied by IDP. As a result, offline dictionary 

attacks on the proposed protocol are impractical. 

VI. EVALUATION OF PERFORMANCE 

In this section, the computational costs of the proposed Ring-

LWE-based homomorphic approach are evaluated and its 

performance is compared to that of traditional protocols. We 

examine the computation overhead of the participating IoT user 

and cloud server of the proposed protocol. We adopted the 

design of the protocol to evaluate the computation cost by Jin u. 

a. (2019). We considered the similar implementation setup to 

compare the performance analysis of the proposed protocol. 

According to the Jin [9] implementation, the comparative 

performance is tabulated as in the table: 2. The analysis of the 

scheme’s efficiency in terms of computation cost and 

communication overhead is conducted on message encryption 

and decryption between the IoT user and cloud server. The time 

complexity of the traditional homomorphic encryption schemes 

designed for the IoT Cloud environment is compared. 

Especially, we considered RSA with Triple-DES, RSA with 

AES, and ECC with AES encryption schemes considered for 

comparison with the proposed scheme, it is shown in table 2. 

The notations TC is for Time Complexity, SC stands for Space 

Complexity and enc and dec stands for encryption and 

decryption, respectively. We considered the implementation 

setup of Jin [9] for analysis of the performance. According to 

that, the proposed scheme protocol showed improved speeds of 

30 ms and 6.1 ms compared to RSA with Triple-DES 

encryption and RSA with AES encryption respectively. Then, it 

showed 0.2 ms encryption speed and 0.4 ms are recorded when 

compared to the ECC-based encryption scheme. 

 

After generating the key pairs, mutual authentication was 

performed using the unique ID value of the IoT node, denoted 

as  𝐼𝑁𝑖 , and the identity value of cloud server provided by 

IDendentity Provider represented by IDP. This resulted in 

improved performance, reducing the processing time by 21 ms 

compared to traditional RSA-based encryption and 2 ms 

compared to ECCbased encryption. Signature verification was 

carried out using the respective public key values generated for 

both the cloud server and the IoT node. The verification process 

exhibited improved performance, reducing the processing time 

by 23 ms and 10 ms compared to RSA based and ECC-based 

signature verification. Furthermore, the study conducted a 

comparative analysis on memory usage in message encryption, 

considering the performance limitations required by devices 
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operating in an IoT environment. It was noted that in the context 

of recent system specifications, the space complexity was not 

initially taken into account due to the sufficient performance of 

volatile memory. 

 

 

 

However, the proposed encryption protocol addresses this issue 

by incorporating the learning with error problem. This problem 

introduces an error value during the coding process using other 

keys, excluding the secret key, thus enhancing security against 

differential attacks. The proposed encryption scheme is based 

on the hardness of Ring-LWE, making message decryption 

more challenging. 

VII. CONCLUSION 

Traditional homomorphic encryption techniques used in 

Internet of Things (IoT) and cloud computing applications face 

vulnerabilities when subjected to quantum attacks. To address 

this issue, adopting a protocol with robust resistance against 

quantum attacks and various other forms of attacks becomes 

crucial to ensure quantum security across different levels. In the 

coming years, the protocol will undergo extensive testing to 

evaluate its processing speed, storage capabilities, and 

compatibility with different programming languages. This 

comparative analysis will aid in assessing its suitability for 

diverse applications. The proposed Ring-LWE-based 

homomorphic encryption scheme for a cloud-IoT environment 

establishes the quantum secure communication channel 

between the user and the cloud server. The proposed scheme 

considered the flexible network scenario in an IoT-cloud 

environment with a variety of IoT node devices. The IoT user 

will register at the cloud server, it generates public key pairs for 

the encryption and signature verification. Fully holomorphic 

encryption is used to prevent data leakage or damage and 

provide privacy from attacks. The proposed scheme is 

compared with traditional homomorphic encryption schemes 

for performance analysis and security evaluation. The 

performance analyzed w.r.t., scheme’s time complexity, space 

complexity, security against attacks, and privacy. The 

protocol’s high resistance to quantum attacks, it is useful in a 

wide variety of applications to ensure quantum security at 

different levels. 
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